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Data protection at Eurojust:
a robust, effective and tailor-made regime

Diana Alonso Blas, LL.M.*
Data Protection Officer at Eurojust

Introduction

Eurojust, the European Union’s judicial co-operation unit, was created by Council
Decision on 28 February 20022. Eurojust has proven to be a successful initiative,
improving judicial co-ordination and co-operation between national authorities in
Europe and dealing with about 1500 transnational cases annually3.

In 2007, fourteen Member States presented an initiative to amend the Eurojust
Decision*. Following the efficient work of the Slovenian and French Presidencies
during 2008, the Council Decision on the strengthening of Eurojust and amend-
ing Decision 2002/187/JHA setting up Eurojust with a view to reinforcing the fight
against serious crime was adopted by the Council on 16 December 20085. The
revised Decision’s purpose is to enhance Eurojust’s operational capabilities, in-
crease the exchange of information between the interested parties, facilitate and
strengthen co-operation between national authorities and Eurojust, and strengthen
relationships with partners and third States.

This article aims to outline and discuss the data protection regime applicable to Eu-
rojust, as well as the specificities of the supervisory scheme in place, which builds
upon its independent data protection supervisory authority, its Joint Supervisory
Body (JSB).

1. Processing of personal data at Eurojust

In the context of investigations and prosecutions concerning two or more Mem-
ber States, Eurojust aims to stimulate and improve the co-ordination between
national authorities, taking into account any request from a competent authority
of a Member State and any information provided by any competent body on the
basis of provisions adopted within the framework of the Treaties (European Judicial
Network, Europol, and OLAF).

Another one of Eurojust’s objectives is to improve co-operation between compe-
tent authorities, particularly by facilitating the provision of international mutual
legal assistance and the implementation of European Arrest Warrants.

Eurojust also supports the competent authorities to improve the effectiveness of
investigations and prosecutions. Eurojust can assist with investigations and pros-
ecutions between a Member State and a non-Member State, or a Member State
and the Commission, regarding criminal offences affecting the European Commu-
nity’s financial interests.
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Eurojust enhances the efficiency of national investigating and prosecuting authori-
ties when dealing with serious cross-border and organised crime, e.g. terrorism,
trafficking in human beings, drug trafficking, fraud, and money laundering, to bring
criminals quickly and effectively to justice.

To carry out its tasks, Eurojust needs to receive, store and further process personal
data to deal with the cases referred to it by national authorities, or to facilitate the
execution of letters rogatory (MLA requests) or European Arrest Warrants, instru-
ments which by definition must contain personal data regarding the person subject
to a criminal investigation or prosecution, and in some cases also information on
witnesses and victims.

To ensure the proper protection of personal data at Eurojust, measures have been
taken at various levels. At the legislative level, detailed legal provisions have been
put in place regulating all aspects of the processing and protection of such personal
data. Technical and organisational measures have been developed and implement-
ed to enable the processing of personal data in a fully secure and data protection-
compliant information system: the Eurojust Case Management System (CMS), and
a two-level system of supervision of compliance with the existing legal framework
is in place. The following sections give detailed explanations of these various ar-
eas which together constitute the data protection regime applicable at Eurojust.

2. The legal framework applicable to Eurojust
regarding data protection

2.1. Applicable rules

Data protection is a fundamental issue within Eurojust and a critical factor for
the success of the organisation. Aled Williams, President of Eurojust, highlighted
this issue in his message to Eurojust on European Data Protection Day, 28 Janu-
ary 2011: “Data protection is a crucial topic for Eurojust. This is not only because
we process very sensitive data to carry out our work in helping fight cross-border
crime. It is also because the highest standards of data protection are vital to build-
ing trust with the national authorities who seek our help, and to protecting the
legitimate interests of our citizens in their privacy.”

Processing of personal data at Eurojust is mainly regulated in the Eurojust Deci-
sion, in particular Articles 14 to 25. Since Eurojust operates in what was formerly
known as the “third pillar” of the European Union, it was clear when the first
Eurojust Decision was drafted that the applicable EU instruments in the field of
data protection, Directives 95/46/EC® and 2002/58/EC? and Regulation 45/20018,
could not possibly be applicable.

Eurojust has very comprehensive data protection rules in place, both in the Euro-
just Decision itself and reinforced and further developed through the adoption of
tailor-made rules of procedure on the processing and protection of personal data at
Eurojust. These rules were unanimously adopted by the College of Eurojust in Oc-
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tober 2004 and by the Council in Brussels in February 2005°. The need for Eurojust
to have specific rules on data protection was due both to the “pillar structure” of
the European Union at the time, and to the specific nature to the work done in the
field of judicial co-operation. This issue was recently pointed out in the joint con-
tribution to the consultation of the European Commission of the Article 29 Working
Party*® and the Working Party on Police and Justice!* on the legal framework for the
fundamental right to protection of personal data on the future of privacy, adopted
on 01 December 2009'2: “Data protection in the field of police and justice is a
specific subject which requires specific attention, taking into account the complex
relation between the activities of the State to ensure security and the protection
of the personal data of the individual. The specificity of this area is not only the
result of the former pillar structure of the previous EU Treaties, but is more widely
recognised (see, for instance, the exceptions of Article 13 of Directive 95/46/EC
and Declaration 21 attached to the Lisbon Treaty).”

The revised Eurojust Decision not only did not amend the data protection regime of
Eurojust, it also explicitly confirmed that existing provisions are not affected by the
Framework Decision on the protection of personal data processed in the framework
of police and judicial co-operation in criminal matters*3, which was finalised shortly
before the adoption of the revised Eurojust Decision. This is clearly stated in Re-
cital 13 of the Preamble to the revised Eurojust Decision: “The relevant set of data
protection provisions of Decision 2002/187/JHA will not be affected by Framework
Decision 2008/977/JHA and contains specific provisions on the protection of per-
sonal data regulating these matters in more detail because of the particular nature,
functions and competences of Eurojust.”

Such a statement is complemented by the “mirror provision” in Recital 39 of the
Preamble to the Framework Decision: “Several acts, adopted on the basis of Title
VI of the Treaty on European Union, contain specific provisions on the protection of
personal data exchanged or otherwise processed pursuant to those acts. In some
cases these provisions constitute a complete and coherent set of rules covering
all relevant aspects of data protection (principles of data quality, rules on data
security, regulation of the rights and safeguards of data subjects, organisation of
supervision and liability) and they regulate these matters in more detail than this
Framework Decision. The relevant set of data protection provisions of those acts,
in particular those governing the functioning of Europol, Eurojust, the Schengen
Information System (SIS) and the Customs Information System (CIS), as well
as those introducing direct access for the authorities of Member States to certain
data systems of other Member States, should not be affected by this Framework
Decision.”

This explicit and clear exclusion from the scope of application of the Framework
Decision is of vital importance to Eurojust since, having worked very hard to put in
place a robust, tailor-made and highly protective data protection regime for the or-
ganisation, it would have been disastrous if Eurojust were to be bound by the low-
level, too-general provisions of the Framework Decision4. This instrument, gener-
ally considered by the data protection community to be a “*missed opportunity”, left
untouched, after various requests from the actors involved, the specific regimes for
Eurojust, Europol and the Schengen and Customs Information Systems.
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This point was made very clear in the letter sent by Michael Kennedy, then Presi-
dent of the College of Eurojust, to Madame Roure, Rapporteur at the European
Parliament, on 11 May 2006: “We would particularly like to draw your attention to
the fact that the Eurojust data protection rules contain enhanced safeguards for
personal data of victims and witnesses, more strict time limits for storage of per-
sonal data than those foreseen in the draft decision, very extensive security provi-
sions including organisational arrangements and technical measures provided by
the automated case management system that ensure automatic compliance with
most of the data protection rules, as well as additional control systems such as ex-
tensive log files and audit trails and a two-level monitoring by the Data Protection
Officer and the Joint Supervisory Body.

In the light of these considerations, we would like to let you know that Eurojust
would not oppose the introduction of an obligation for Eurojust to ensure a level
of protection equivalent to that resulting [from] the application of the framework
decision (now or in the near future), in order to enhance consistency and effec-
tiveness of the legal framework on data protection in the third pillar. We would
however be gravely concerned if an obligation to make our rules “fully consistent
with the decision” (as it is worded in your proposed amendments 6 and 61) would
be introduced as this could be interpreted as imposing a full harmonisation that
would in practice result in a decreasing of the level of protection we presently offer
and we are sure that this is not the purpose you envisage with your proposal, as
we understand from the content of your letters.

The following diagram illustrates the legal framework applicable to Eurojust re-
garding data protection:

The data protection regime of Eurojust:

robust, effective and tailor-made

« EUROJUST »

Other European instruments
« Treaty of the EU (Article 6)

« ECHR (Article 8)

* CoE Convention 108

Art.14: Processing of personal data e Charter EU (Articles 7-8)

Art.15: Restrictions on processing of personal e Article 16 Treaty of Lisbon
data

Art.16: CMS, index and temporary work files
Art. 16a: Functioning of temporary work files
and index

Article 16b: Access to CMS at national level
Art.17: Data Protection Officer

Art.18: Authorised access to personal data
Art.19: Right of access to personal data

Art.20: Correction and deletion of personal data
Art.21: Time limits for storage of personal data
Art.22: Data security

Art.23: Joint Supervisory Body

Art.24:Liability for unauthorised or incorrect
processing of data
Art.25: Confidentiality

Eurojust Decision contains detailed provi-
sions on data protection (Articles 14-25)

Rules of Procedure on the processing and
protection of personal data (adopted unanimously
by College of Eurojust in October 2004 and by
Council in February 2005)

Title I: Definitions

Title II: Scope of application and structure

Title III: Principles of general application to Eurojust
Title IV: Rules for case-related processing operations
Title V: Rules for non-case-related processing operations

Additional Rules on the application of the Rules of
Procedure to non-case-related operations (College
Decision of June 2006)

New Eurojust Decision of 16 December 2008 reinfor-
ces the DP system, defining provisions more precisely
and introducing some principles of DP RoP in the text
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In the following paragraphs, the various areas covered by the data protection pro-
visions applicable at Eurojust will be explained in detail.

2.2. Personal data processed by Eurojust

Article 15 of the original Eurojust Decision contained a restrictive list of the per-
sonal data that Eurojust may process regarding three categories of people: per-
sons subject to criminal investigation, victims and witnesses. It is important to
mention that the limitations imposed by this article are two-fold: first, it restricts
the categories of persons to whom it applies; second, it restricts the kinds of data
permitted in each of these categories, which are enumerated in a closed list in the
various paragraphs of Article 15.

The practical application of this article was complicated by the fact that the list
of personal data initially contained in Article 15 was not in line with the provi-
sions made in other legal texts. The Council Decision of 20 September 2005 on
the exchange of information and co-operation concerning terrorist offences® and
the Council Framework Decision on the European Arrest Warrant (EAW)'?, both
adopted after the 2002 Eurojust Decision, foresaw that Eurojust would receive
data types not included in this list.

Eurojust is mentioned in the context of the EAW Decision® as the instance to be
informed if a Member State cannot observe the time limits provided in Article 17
of this Decision. Eurojust may also play a role in transmitting EAWs from one au-
thority to another. In both contexts, the type of information contained in the EAW
form must be taken into account. This form, contained in the Annex to the EAW
Decision?, mentions a number of items that were not included in Article 15 of
the Eurojust Decision, such as languages that the requested person understands;
distinctive marks or a description of the requested person; a photograph and/or
fingerprints of the requested person if they are available and can be transmitted;
or a contact person or contact details of the person to be contacted to obtain such
information or a DNA profile.

Recital 14 of the Preamble to the revised Eurojust Decision summarises the main
changes included in Article 15, which had been criticised by the Joint Supervisory
Body for being too restrictive and therefore nearly impossible to comply with. The
JSB was of the opinion that this article should be amended to allow greater flex-
ibility, aligning its provisions with the real processing needs of the organisation.

Basically, under the revised Decision, Eurojust may now process personal data for
an additional category of individuals: persons who have been convicted of an offence
for which Eurojust is competent, a very important addition, particularly in the field
of terrorism. In addition, Eurojust may now process some additional categories of
data, such as telephone numbers, e-mail addresses, vehicle registration data, DNA
profiles, photographs, fingerprints, and traffic and location data related to persons
who, under the national legislation of the relevant Member State, are the subject
of a criminal investigation or prosecution or have been convicted following such an
investigation or prosecution. These new categories are crucial to Eurojust, enabling
the organisation to legally receive the full range of information that may be trans-
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mitted under the EAW Decision and the Council Decision on terrorism data. The re-
vised Decision has not touched upon the short closed list of data types that Eurojust
may legally process on victims and witnesses, which has remained unchanged.

The list of personal data types in Article 15 that Eurojust may legally process
remains closed, contrary to the assertions made in the first draft proposal from
the fourteen Member States. The maintenance of this closed list was most likely
caused by the opinions issued by the European Parliament?° and the European
Data Protection Supervisor (EDPS)?2%, both of which pled against the opening of the
list. In particular, the EDPS wrote the following: “The initiative proposes replacing
the limited list of personal data that may be processed under Article 15 (1) and (2)
by similar lists, but with an open nature. (...) The modification changes the nature
of the list with a negative effect for data protection and for legal certainty, without
an adequate underlying reason.

The EDPS does not understand why this modification is needed, in particular since
the lists of data are already quite extensive. If a specific category of data is lack-
ing it would be better to include this category in the Decision itself. The present
initiative is a good opportunity to do so, as it is shown by the proposed addition of
a category (1) to Article 15 (1).”

Obviously, from a data protection viewpoint, the continued use of a closed list of
personal data should be seen as an additional safeguard. However, from a practi-
cal perspective, the EAW and terrorism information Decisions created a mismatch
between what Eurojust was allowed to process and what, following these rules,
Eurojust was supposed to receive. This discrepancy suggests that new, legitimate
needs may appear in the near future. Under the current legislation, additional data
may only be processed under the conditions of Paragraph 3 of Article 15 on an
exceptional basis and for a limited period of time. If the need to process additional
data is more structural in nature, the Council Decision must be amended to update
the list.

In any case, as Eurojust’s automated Case Management System (CMS) will only
permit the processing of the data categories mentioned in the former text of Article
15, these amendments created a need to include new categories of persons and
new data types in the CMS.

2.3. Conditions for the processing of personal data

Article 14 of the Eurojust Decision defines the general framework for the process-
ing of personal data at Eurojust. Because of Article 14’s crucial importance to the
data protection regime at Eurojust, the three paragraphs of this article will be
analysed in succession.

2.3.1. Article 14.1: Principle of necessity and modalities for processing personal data
Article 14.1 embodies the principle of necessity regarding the processing of per-

sonal data at Eurojust. In other words, Eurojust is entitled to process personal data
to the extent necessary to achieve its objectives, within the framework of its com-
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petences. The processing of personal data is thus justified regarding the activities
linked to the core business and objectives of Eurojust as defined in its legal basis
and where necessary for that purpose.

The modalities of processing personal data are clearly defined in this provision;
Eurojust may process data by automated means or in structured manual files. It is
vital to read the language on the use of automatic means in conjunction with the
newly introduced Paragraph 6 of Article 16 of the Decision, which states: “For the
processing of case-related personal data, Eurojust may not establish any automat-
ed data file other than the Case Management System.” The CMS, which will be ex-
plored in greater detail in Section 3, thus becomes the cornerstone of Eurojust’s sys-
tem for the processing of personal data for judicial co-ordination and co-operation.

The concept of structural manual files has been the subject of study and internal
discussion within Eurojust and its Joint Supervisory Body. It is an element of great
importance, given the traditional use of paper files by the judiciary in practically all
of the Member States. Thus, it is crucial to the protection of individuals’ rights to
ensure that manual case files held by the National Members of Eurojust are subject
to the same highly protective rules that are applied to the information held in the
CMS; otherwise, these data protection guarantees could be easily circumvented.

To prevent this circumvention, the JSB of Eurojust discussed this matter in 2007,
addressing a document to the College as to the application of the rules to manual
files?2, The document contains very useful clarifications of the understanding of the
concept of structured manual files by the JSB:

“"Eurojust works through its College or its national members. National members re-
ceive work items from their member states. These work items will include personal
information. Very often work items are received in a manual form. The national
member decides whether the work item potentially falls within Eurojust’s compe-
tence. If it does the national member opens a temporary work file (TWF). Although
some information will be entered and stored electronically in the case management
system national members also keep their TWFs in a manual form.

These manual files have varying degrees of structure. They will all have case iden-
tifiers, including a reference number on the cover. The extent to which there is a
further structure, for example an index to the documents in the file, will depend on
the nature of the case and the practice of the relevant national member. Never-
theless documents in a file will be arranged in a way that allows the easy retrieval
of personal data relevant to the case in question.

National members hold TWFs in manual form. These TWFs are not held as part of
a national member’s judicial tasks in his/her own territory. They are held as part of
his/her Eurojust tasks. Any personal data stored in these manual TWFs is personal
data held by Eurojust.

As manual personal data can only be held in structured files there are two pos-
sible alternatives. Either the manual TWFs qualify as structured files or, if this is
not the case, there is no legal basis for their existence. It is not though difficult to
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conclude, from an examination of Eurojust practice, that the files are in fact 'struc-
tured’ even though in some cases the degree of structure might be limited.

This means that personal information stored in the manual TWFs is personal data
processed by Eurojust. It must therefore comply with the restrictions imposed by
Article 15. Only the categories of personal data listed in Article 15(1) and 15(2) or,
in exceptional circumstances and for a limited period other personal data which are
immediately relevant to an ongoing investigation, can be stored in a manual TWF.”

In summary, the JSB concluded in this paper (and in many subsequent documents)
that the manual case files held by the National Members of Eurojust fall within the
definition of structured manual files. This means that the processing of personal
data is lawful and legitimate, but should in all cases comply with all requirements
imposed by the Eurojust data protection regime.

2.3.2. Article 14.2: Principle of respect for a level of protection at least equiva-
lent to that of Council of Europe Convention 108 and its subsequent amendments

Article 14.2 establishes, as a benchmark for Eurojust, the only existing interna-
tional data protection instrument which is generally applicable in all fields: the
Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data2?3. The application of Convention 108 is not limited to the former
first pillar, as is Directive 95/46/EC?#; in fact, the pillars are an “EU invention”, not
a creation of the Council of Europe. Convention 108 plays a fundamental role in the
former third pillar sector, as it is mentioned both in the Eurojust Decision and in its
Europol equivalent?s. This Convention has been, as of 26 April 2011, ratified by 43
countries and signed by another three?s.

Article 14.2 refers both to Convention 108 and also to subsequent amendments
thereto where they are in force in the Member States. In that context, attention
should be paid to the Additional Protocol to the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data regarding super-
visory authorities and transborder data flows, opened to signature in Strasbourg
on 8 November 200127, As of 26 April 2011, the Protocol has been ratified by 30
countries and signed by another 1228,

The purpose of the Additional Protocol was to increase the protection of personal
data and privacy by improving Convention 108 in two areas that were not covered
by the original Convention but had become very important components of the pro-
tection of personal data in the interim. First, the Additional Protocol provides for
the setting up of independent national supervisory authorities?® responsible for en-
suring compliance with laws or regulations adopted in accordance with Convention
108 concerning personal data protection and trans-border data flows. The second
improvement concerns trans-border data flows to third countries. Data may only
be transferred if the recipient State or international organisation is able to afford
an adequate level of protection3°.

The Additional Protocol somehow closes the circle of interaction between Conven-
tion 108 and the Directive. While the Directive was mainly inspired by and based
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upon the principles of Convention 1083, the Protocol adds to the Convention two
new elements of data protection that were implemented by a large group of the
Convention’s signatory countries, as all Member States had implemented Directive
95/46/EC in the meantime. In this way, the Directive indirectly enriches Conven-
tion 108, which was the initial inspiration for the creation of the Directive itself.

The reference to Convention 108 and its Additional Protocol as a benchmark is not
only relevant to its internal application within Eurojust, which is basically guaran-
teed by the inclusion of its principles in the provisions of the Eurojust Decision and
data protection rules32. It is also significant to third countries with which Eurojust
would like to establish co-operation agreements allowing the exchange of personal
data, as will be explained later.

2.3.3. Article 14.3: Principle of quality of data

The third paragraph of Article 14 deals with the principle of quality of data, includ-
ing most of the aspects of this principle as regulated in Article 5 of Convention 108.
In particular, this paragraph deals with the elements of lawfulness and fairness of
processing, proportionality and accuracy of data.

Proportionality is embodied in Eurojust’s need to process solely personal data which
are adequate, relevant and not excessive in relation to the purpose for which they
are being processed. European legislators clearly wished to underscore the fact
that Eurojust could only legally process the data necessary to carry out its tasks.
They reinforced this principle by defining a closed list of data that may be proc-
essed in Article 15 of the Decision, as well as emphasizing that even the permitted
data may only be processed as required in the specific context of the activities
being carried out. Therefore, the relevance of the data in question must be ana-
lysed on a case-by-case basis. Obviously, Eurojust may need to have very detailed
data for a case that it is co-ordinating, but less data when it is simply asked by a
Member State to help expedite MLA requests sent to other countries. Therefore,
accessing the same amount of data could be appropriate in one case and excessive
in other. This means that the controller of the processing operation, the National
Member in accordance with Article 13.2 of the data protection rules3?, must assess
the need level for each individual situation.

The elements of lawfulness and fairness of processing have not been developed
in detail. The text simply states that personal data processed by Eurojust shall be
processed fairly and lawfully. This can generally be interpreted as meaning that
data processing must take place in accordance with the legal provisions applicable,
and in observance of the existing rights and obligations of the parties. Article 14 of
the data protection rules deals with the same question, stressing the link with the
mandate of Eurojust: “Personal data may be collected and further processed in the
context of case-related activities insofar as the processing is necessary for the per-
formance of the tasks of Eurojust in reinforcing the fight against serious crime.”

The question of the data’s accuracy is particularly interesting for Eurojust, since the
organisation does not generate its own cases or data but receives them from the
Member States’ competent authorities. It seems logical, therefore, that Eurojust
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should not be responsible for verifying the accuracy of the information received.
Eurojust should be able to rely, in principle, on the correctness of the information
unless it receives some indication or discovers a reason to believe that the informa-
tion might be incorrect.

The Eurojust Decision takes this idea on board by mentioning, in Article 14.3, that
personal data processed by Eurojust shall be, “taking into account the information
provided by the competent authorities of the Member States or other partners in
accordance with Art. 13, 26 and 26a,” accurate and up-to-date. Article 16 of the
Eurojust data protection rules, contained in its Title IV (dedicated to the rules for
case-related processing operations), addresses this question in a clearer and more
specific way. Article 16 indicates that “when information is transmitted to Eurojust
by a Member State or an external party in the context of an investigation or pros-
ecution, it shall not be responsible for the correctness of the information received
but shall ensure, from the moment of reception, that all reasonable steps are taken
to keep the information updated.” The responsibility for ensuring the accuracy of
the data is therefore with Eurojust from the moment the data is received, and from
that moment on Eurojust shall ensure that it is kept up-to-date.

Furthermore, if Eurojust detects any inaccuracies affecting the data in question, it
shall both correct the information and inform the third party from whom the infor-
mation was received?4. This obligation to inform the parties who initially provided
the data to Eurojust is also imposed when the information has been amended fol-
lowing a request for correction of the data subject. In this situation, all suppliers
and addressees of the information should be notified of the changes performed on
the personal data3s.

The general part of the data protection rules, containing the principles of general
application to Eurojust, also contains a provision on data quality in Article 6. It
refers not only to the situations where data is inaccurate, but also to situations in
which the data is incomplete. Eurojust must take every reasonable step to ensure
that data, either inaccurate or incomplete for processing purposes, are erased or
rectified. The second paragraph of this article adds an interesting element, stating
that personal data shall be kept in a form that permits identification of data sub-
jects for no longer than is necessary for the purposes for which the data were col-
lected or for which they are further processed. This elelement is relevant because,
after a case has been closed and the personal data relating to the matter would no
longer be relevant and therefore subject to deletion, Eurojust may be interested in
keeping some general reference data from the case for statistical purposes3e.

2.4. Purpose limitation principle

The purpose limitation principle, also sometimes referred to as the finality princi-
ple, is one of the key elements of data protection. It can be summarised as requir-
ing that data should be processed for a specific purpose and subsequently used
or further communicated only insofar as this is not incompatible with the initial
purpose of the collection of the data3’.

For Eurojust, the purpose of the processing of data is, as previously mentioned in
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the discussion of Article 14.1 of the Eurojust Decision, linked to its objectives and
tasks, carried out within the framework of its competences. Article 15 of the Euro-
just data protection rules expresses the principle of purpose limitation in very clear
and unambiguous wording: “Personal data processed by Eurojust in the framework
of investigations and prosecutions shall under no circumstances be processed for
any other purpose.” This provision, therefore, excludes any other purpose, even
if it could theoretically be compatible with the original purpose. Personal data can
only be used for the purpose of investigations and prosecutions.

2.5. Time limits for the retention of information retained by Eurojust

It is obvious from the outset that Eurojust only needs to keep personal data linked
to an ongoing investigation or prosecution involving two or more Member States
for a limited period of time. This was made very apparent when European legisla-
tors called Eurojust’s case files “temporary work files” (TWFs).

The general principle regarding data storage is defined in Article 21(1) of the Euro-
just Decision. It states that personal data shall be kept for only as long as necessary
for the achievement of Eurojust’s objectives. This means that the need to retain
the information should be considered at the moment of closing the case, when (in
principle) Eurojust’s role has come to an end. Therefore, Eurojust’s Data Protection
Officer (DPO) has always advised National Members to review their case files at the
moment a case is closed. National Members should decide at that moment which
data are no longer necessary for Eurojust’s tasks, and can therefore be shredded
if contained in the manual case files and/or deleted from the CMS, and which data
needs to be kept. Retained information should preferably be stored in the CMS, as
this will allow possible links to other cases and will guarantee the receipt of remind-
ers at the next review moment. The CMS is designed to ensure that National Desks
and the Data Protection Officer are automatically notified about TWFs that contain
data that is about to expire. The data owner can then make a reasoned decision (to
be recorded in the system) as to whether the data should be retained or deleted.

In addition to the general principle, Article 21(2) of the 2002 Eurojust Decision
provides for the deletion of the data if:

a) The prosecution to which they relate is barred under the statute of limitations;
b) A judicial decision on the case has become final; or
c) Co-ordination of the case by Eurojust is no longer necessary.

If any one of these conditions is met, the data may not be retained, unless its use
is necessary “in order to enable [Eurojust] to achieve its objectives”. This assess-
ment must be made by the National Member (controller) in light of circumstances,
including the relevance of the information for related open cases or ongoing inves-
tigations in Member States, or other circumstances that would make retention of
the information necessary (rather than merely useful or possibly handy).

Last, Article 21.3(a) underlines the need to constantly monitor the applicability of
the circumstances enumerated under Article 21(2). It provides for a review every
three years after the data was initially entered.



16 - Data protection at Eurojust: a robust, effective and tailor-made regime

Regarding the “three-year review”, the following items are important to mention:

e It applies only when the circumstances under Article 21.1 and 21.2 are inappli-
cable. The need to retain the data must be assessed at the moment of closing the
case, not only after the three-year period;

e The three-year timeline applies from the moment that the data is processed in
the CMS, not from the moment that the case is closed; and

e A review means that the controller must take an active decision as to whether
to delete (general rule) or retain the data, when retention of the data is linked to
the achievement of Eurojust’s objectives.

The revised Decision introduced some changes in the system while retaining its
general construction3®. Recital 15 of the Preamble reflects Eurojust’s need to pro-
long the deadlines for storage of personal data when a specific need to do so exists.
However, it underlines the fact that such extension can only take place regarding
data where prosecution is barred in all Member States concerned if there is a spe-
cific need to provide assistance under the Decision.

The revised Article 21 aims to provide some more flexibility to Eurojust regarding
time limits, but the text is, because of the compromises necessary to reach agree-
ment on this sensitive topic, very complicated. Implementation of Article 21 will
undoubtedly raise questions regarding interpretation of the text.

With regard to the previous drafting of Article 21, the following changes are intro-
duced:

1. It introduces in its Paragraph 2 a new letter aa) including a new deadline date
after which personal data may not be further processed by Eurojust: the date on
which a person has been acquitted and the judicial decision on his or her sentence
has became final. This date is an absolute bar; the possibility to review the need
to keep data after the dates mentioned in Paragraph 2 has passed is only foreseen
in Paragraph 3 b). The list of exceptions that are incorporated in Paragraph 3 b)
cover all scenarios regulated in Paragraph 2, except for new letter aa). This means,
in practice, that Eurojust will need to ensure that information regarding acquittals
is provided in a timely manner by the Member States, since processing of personal
data after the date on which a decision of acquittal becomes final is unlawful.

2. It creates a new regime for the information provided ex Article 13.6 or 7, which
is mentioned in two paragraphs. First, subsection c) of Paragraph 2 states that the
general principle of deleting personal data after Eurojust and the Member States
have mutually established that there is no further need of co-ordination by Euro-
just does not apply when the information in question is covered by Article 13.6 or
7, or when it is covered by instruments regarding the provision of terrorism-related
data to Eurojust. Secondly, a new letter d) has been added to Paragraph 2, creating
the general possibility of keeping the same data (Article 13.6 or 13.7, terrorism-
related data) for a period of three years after its provision to Eurojust. This will
require that the CMS be changed to allow this information to be marked accord-



17 - Data protection at Eurojust: a robust, effective and tailor-made regime

ingly and for this retention to be taken into account regarding time-limit reviews.
Automatic notifications are generated by the CMS to warn users that the deadlines
for review are approaching.

3. Letter b) of Paragraph 3 on the possibility of enabling National Members to make
an exception and retain personal data after the dates mentioned in Paragraph 2 has
been amended to exclude this possibility for acquittals. It also specifies that, once
prosecution has been barred under the statute of limitations in all Member States,
the data may only be retained if it is necessary for Eurojust to provide assistance
in accordance with this Decision. This addition requires, therefore, a specific need
to keep the data for a concrete assistance purpose. This should be understood as
being a specific “casework purpose”, and not the more general purpose for the in-
formation as provided under Article 13.5 to 13.7, which should not be considered
to imply a request for assistance unless otherwise indicated.

4. Paragraph 5 of this Article, codifying the Member States’ obligation to provide
Eurojust with information as to the final judicial decisions involving information
previously supplied to Eurojust, is not new and has not been altered in the review.
The importance of having this obligation correctly and exhaustively complied with
by the Member States has now become crucial in light of the amendments included
in this Article.

When personal data are not introduced in the CMS but are only kept in manual case
files, the same time limits apply, but no automatic reminders are received by the
National Members, and no notifications are automatically received by the DPO. The
National Members are thus responsible for monitoring compliance with the existing
time limits.

When decisions are taken regarding the retention of data, the National Member
should ensure that a note is added to the manual file giving the reasons for the
decision to keep the data. The DPO should also receive a copy of this note; if a
copy is not sent, the National Member’s obligation to inform the DPO would not
have been complied with. Eurojust’s Joint Supervisory Body has referred to this
obligation to inform the DPO when data are retained in manual files after review
on several occasions.

This procedure is therefore more burdensome than the use of the CMS, which au-
tomatically generates both reminders to the National Member and notifications to
the DPO when the National Member takes a decision to delete or retain personal
data.

2.6. Security and confidentiality of the processing and liability for unau-
thorised or incorrect processing of data

Article 22 of the Eurojust Decision deals with the topic of data security, defining
the obligations of both Eurojust and the Member States regarding data transmitted
from Eurojust, to protect personal data against accidental or unlawful destruction,
accidental loss or unauthorised disclosure, alteration and access or any other un-
authorised form of processing.
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As required by Article 22.2 of the Decision, the Eurojust data protection rules
have further defined the technical measures and the organisational arrangements
needed to implement the Decision with regard to data security. In particular, Article
7 of the data protection rules tackles this question, requiring Eurojust to develop
a comprehensive security policy, taking into account the sensitivity of the work
carried out by the judicial co-operation unit, including rules for the classification of
documents, screening of personnel working for Eurojust and actions to be taken in
cases of security breaches.

In fact, Eurojust has had security rules and policies in place since 2007, comple-
mented by various policies and procedures, including rules and procedures on staff
security screenings and an incident management procedure dating from 03 Decem-
ber 2008 and approved by the Administrative Director of Eurojust. This incident
management procedure imposes an obligation to inform the DPO of all cases in
which an incident potentially affects personal data. If individuals’ personal data has
been compromised by the incident in question, the data subjects shall be informed
about the situation when the investigation has been concluded, except in cases in
which such provision of information could cause serious harm to the organisation.

Furthermore, the data protection rules dedicate the entirety of Chapter III to data
security issues, addressing matters related to the processing of case-related data
in the CMS, the log files and audit trails in such systems to allow proper monitor-
ing of compliance by the DPO and JSB, audits and controls, and authorised access
to personal data. Article 26 regulates the authorised access to personal data, re-
quiring Eurojust to take appropriate technical measures and provide for organisa-
tional arrangements to ensure that only National Members, their Assistants and
authorised Eurojust staff have, for the purpose of achieving Eurojust’s objectives,
access to personal data processed by Eurojust in the framework of its operational
activities. These measures shall take into account the purposes for which the data
have been collected and further processed, the state of the art, the level of secu-
rity required by the sensitive nature of the work carried out by Eurojust and the
requirements imposed by Article 22 of the Eurojust Decision.

It is especially important to mention that Article 22.3 of these rules makes National
Members responsible for ensuring that appropriate organisational arrangements
are made and complied with, and that the technical and organisational measures
put at their disposal by Eurojust regarding case-related files are properly used.
This is a logical result of the fact that National Members are considered “control-
lers” of the data processing operations related to the activities of their National
Desks®°. Security is traditionally one of the obligations with which controllers must
comply for the processing operations for which they are responsible4®.

In line with Article 10 of the Council of Europe’s Convention 1084, Article 24 of the
Eurojust Decision regulates the regime for liability due to unauthorised or incorrect
processing of data. This provision refers to the national law of the Member State
where Eurojust’s headquarters are located (the Netherlands, as the official seat
of Eurojust is in The Hague*?) and the courts of the same country for any liability
questions linked to any damage caused to an individual that results from unauthor-
ised or incorrect processing of data carried out by Eurojust.
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2.7. Rights of individuals

The Eurojust Decision deals in its Articles 19 and 20 with the rights of individuals
regarding access to, correction and deletion of their personal data. These rights are
enshrined in Article 8 of Council of Europe Convention 108, Additional safeguards
for the data subject, which refers to the following elements of these rights:

“"Any person shall be enabled:

a. To establish the existence of an automated personal data file, its main pur-
poses, as well as the identity and habitual residence or principal place of business
of the controller of the file;

b. To obtain at reasonable intervals and without excessive delay or expense con-
firmation of whether personal data relating to him are stored in the automated
data file as well as communication to him of such data in an intelligible form;

c. To obtain, as the case may be, rectification or erasure of such data if these
have been processed contrary to the provisions of domestic law giving effect to the
basic principles set out in Articles 5 and 6 of this convention;

d. To have a remedy if a request for confirmation or, as the case may be, commu-
nication, rectification or erasure as referred to in paragraphs b and c of this article
is not complied with.”

Article 9.2 of Convention 108 foresees the exemption to the data subject’s rights in
the following manner: "Derogation from the provisions of Articles 5, 6 and 8 of this
convention shall be allowed when such derogation is provided for by the law of the
Party and constitutes a necessary measure in a democratic society in the interests
of: a) protecting State security, public safety, the monetary interests of the State
or the suppression of criminal offences.”

2.7.1. Rights of individuals and judicial co-operation needs4*?

Article 9.2 of Convention 108, mentioned above, is a clear example of the need to
balance, on one hand, the fundamental rights of individuals regarding their per-
sonal data with the needs of law enforcement in the context of police and judicial
activities, on the other hand.

The exercise of individuals’ rights in the context of the work of national police and
justice systems requires that the specific circumstances of each request be consid-
ered, taking into account the current status of the ongoing investigation or pros-
ecution. It is crucial to consider the need to guarantee those rights while simulta-
neously not jeopardising the ongoing investigations or prosecutions. The following
examples are intended to call attention to the complexity of these situations.

2.7.1.1. Right of information

Articles 10 and 11 of Directive 95/46/EC deal with the information to be given to
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the data subject at the moment of collection of personal data or, at least, at the
time of recording such data. The application of this principle, however, raises some
issues from the practical perspective of Eurojust’s operational work.

e One of the typical examples of cases with which Eurojust deals is the so-called
“controlled delivery”. Law enforcement authorities may be aware that a certain
vehicle is transporting drugs from one country to another, but decide to let that
vehicle cross the border without being arrested to discover where the delivery is
going and possibly uncover the entire organisation involved in drug trafficking.
To carry out such an operation, several surveillance mechanisms are often used
simultaneously, such as telephone tapping, vehicle tracking devices and so forth,
on the basis of the required authorisation of the judicial authorities of the countries
involved. Needless to say, it is impossible to inform the data subject in advance or
at the time of recording of such processing operation(s) without jeopardising the
criminal investigation.

e A similar example occurs in situations involving telephone tapping, a not uncom-
mon practice in the early phases of an investigation. Obviously, the data subject(s)
cannot be informed about the tapped telephones at the moment when the tel-
ephone interception has been authorised by the judicial authorities. One may won-
der whether it is reasonable, as seems to be the case under German law, to inform
all people who have called or who have been called by a certain person of the fact
that their conversations were tapped in the course of an investigation after the
fact, even if the investigation led to no action by the judicial authorities. The fact
that persons could receive notice that the telephone of someone they knew was,
at one time, being tapped in the context of a criminal investigation could have a
substantially negative impact on that person’s reputation, even if the investigation
did not have any judicial consequences for that individual.

2.7.1.2. Right of access to personal data

Articles 12 and 13 of Directive 95/46/EC deal with the issue of access to personal
data. In the practice of international investigations, the sole fact of confirming that
a certain authority has data on one person can have a negative impact on ongoing
investigations.

For instance, if a person receives confirmation of the fact that Eurojust has proc-
essed information on him/her, he/she receives de facto confirmation of the ex-
istence of an ongoing international investigation regarding him/her and possibly,
where relevant, the organisation in which he/she operates. This notification could
lead to changes of the organisation’s pattern of conduct, jeopardising the ongoing
investigation. In practice, exceptions are used relatively often. Practices such as
indirect access are fairly common in the former “third pillar” sector and are still
allowed in the context of the “third pillar” framework decision44.

The Eurojust Decision contains, in Article 19.7, a provision dealing with the situ-
ations in which access is denied or in which no personal data concerning the ap-
plicant are processed by Eurojust. In such cases, Eurojust shall simply notify the
applicant that it has carried out checks, without giving any information that could
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reveal whether or not the applicant is known. This provision will be explained in
greater detail later in this article.

2.7.1.3. Right to object

It seems quite obvious why Article 14 of Directive 95/46/EC, dealing with the right
of the data subject to object to the processing of personal data, could not possibly
be implemented in the former “third pillar” sector.

2.7.2. Regulation of individual rights at Eurojust

Under Article 19 of the Eurojust Decision, individuals have a right to access their
personal data processed by Eurojust under the conditions laid down in this article,
or to ask to have such information checked. There is no charge for exercising this
right. To exercise this right of access, data subjects should make their requests in
writing either to Eurojust or to a competent authority in one of the Member States;
the competent authority will then transfer the request to Eurojust. Eurojust is re-
quired to have fully dealt with any request within three months of receipt.

The right of access is exercised in accordance with the law of the Member State
where the request was made. However, Eurojust may refuse to provide access to
a data subject’s information if:

(a) Such access may jeopardise one of Eurojust’s activities;
(b) Such access may jeopardise any national investigation; or
(c) Such access may jeopardise the rights and freedoms of third parties.

In accordance with Article 19.3 of the Eurojust Decision, individuals have the right
to ask Eurojust to correct, block or delete data about them if the data is incorrect
or incomplete, or if the data’s input or storage contravenes Article 19 of the Euro-
just Decision. To exercise these rights, individuals should send a written request
to Eurojust or to one of the competent authorities listed on the Eurojust website4s.
Individuals may choose to which of these authorities to make the request; this
choice has important consequences for the request, as the data subject’s rights
are exercised in accordance with the law of the Member State in which the author-
ity is located. If the data subject is not satisfied with Eurojust’s decision, he/she
may appeal the decision before the JSB. The JSB shall examine whether or not the
decision taken by Eurojust is in conformity with the Eurojust Decision and the data
protection rules.

2.7.3. Issues related to the application of Article 19.7 of the Eurojust Decision

Article 19.7 of the Eurojust Decision reads as follows: “If access is denied or if no
personal data concerning the applicant are processed by Eurojust, the latter shall
notify the applicant that it has carried out checks, without giving any information
which could reveal whether or not the applicant is known.”

The article regulates how to manage a request for access if no personal data has
been processed. The general right of access, established in Article 19.1 of the Eu-
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rojust Decision, stipulates that such right must be exercised under the conditions
of Article 19. According to Article 19.4, the refusal to grant access is only possible
under the conditions listed in this paragraph.

Article 19.7 foresees that in situations of access denial (on the explicit conditions
laid down in Article 19.4) or if no personal data are processed, Eurojust has an
obligation to notify applicants about the checks without revealing whether or not
he/she is known. However, this provision also implies that the request must be
dealt with individually, as it requires Eurojust to carry out checks in all of the cases.
Therefore, in both situations, assurance is given to the applicant that his/her re-
quest will be dealt with on a case-by-case basis, even though the applicant will not
be informed whether or not he/she is known.

2.7.3.1. Raison d’étre of Article 19.7

When the Eurojust Decision was negotiated, the Council carefully considered the
wording of Article 19.7, creating its current language for the following reason: The
provision shall prevent answers given by Eurojust from indicating whether or not
an investigation is being carried out. This was considered a measure to protect
ongoing investigations, and as being in the best interest of suppressing criminal
offences. If applicants received different answers from Eurojust, stating that no
data was processed and that a ground for refusal applies under Article 19.4, they
could compare the answers that “no personal data were processed” and, in the
last-mentioned case, that “checks were carried out”.4¢

Such a comparison would enable the applicant to deduce that in the latter case Eu-
rojust stored data on him/her, but that Eurojust was not in a position to release the
data. He/she would therefore conclude that he/she is known by Eurojust and that
investigations of his/her activities have been conducted. In light of Eurojust’s com-
petences, combating serious cross-border crime usually involves processing the
activities of highly sensitive data. The Council considered it of high importance not
to give any indications to applicants that they are indeed subject to EU-wide inves-
tigations. Therefore, the Council found it appropriate and proportionate to include a
generic restriction on the right of access in Article 19.7 of the Eurojust Decision, in the
event that no personal data is processed by Eurojust. This restriction was imposed
in the interest of protecting State security and public safety, or in the interest of the
suppression of criminal offences in accordance with Article 9 of Convention 108.

It is worth mentioning that similar provisions exist in at least some national legal
systems. For example, France and Belgium have a system of indirect access to per-
sonal data in specific circumstances. This indirect access is exercised by an inde-
pendent data protection authority. In the event of such indirect access, applicants
only receive confirmation that checks have been carried out. No further information
is provided, regardless of whether or not the data was processed or whether or not
a ground for refusal applies. France and Belgium - as well as the UK and Ireland -
always considered the possibility of “neither confirming nor denying the holding of
personal data” and consequently the possibility to provide the applicant with a sim-
ple confirmation that the necessary checks were carried out as an issue of utmost
importance.#” Indirect access played an important role during the negotiations of
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the Eurojust Decision and led finally — given that it was difficult to reach a common
approach on how to exercise requests of access to personal data - to Article 19.3,
which stipulates that “If Eurojust can ascertain which authority in a State transmit-
ted the data in question, that authority may require that the right of access be ex-
ercised in accordance with the rules of the law of that Member State.” This question
has also significantly influenced the wording of Article 19.7 of the Eurojust Decision.

The issue played an important role in the negotiations of the Framework Deci-
sion on the protection of personal data processed in the framework of police and
judicial co-operation in criminal matters#®, where Belgium and France requested
and obtained the inclusion of wording providing that the data subject is entitled to
receive confirmation from the controller or the national supervisory authority that
only states whether or not personal data relating to him is being processed, or
confirmation that all necessary verifications have taken place*®.

2.7.3.2. Appeal cases dealt with by the Eurojust Joint Supervisory Body

As mentioned above, individuals who are not satisfied with the reply provided by
Eurojust following their request to exercise their individual data subject rights can
file a request for appeal with the JSB%°. To lodge an appeal, data subjects should
submit a written request to the Secretariat of the JSB within 30 days of receiving
Eurojust’s decision regarding the exercise of data subject rights. Such a request
must outline the basis of the complaint, which should be accompanied by any
available supporting documents.

When the JSB Secretariat has received an appeal request, it will acknowledge
receipt within four weeks and provide some general information on the appeals
procedure, which is described in detail in Articles 11 to 26 of the Act of the Joint
Supervisory Body of Eurojust of 23 June 2009 laying down its rules of procedure
(often referred to as “the JSB rules of procedure”)>!.

The Eurojust JSB has issued a number of rulings in appeals related to the ap-
plication of Article 19.7 of the Eurojust Decision; they have influenced Eurojust’s
practices and certainly deserve to be discussed in this context. In its Decision of
26 April 200752 in the appeal case of Mr S, the JSB interpreted Article 19.7, stipu-
lating that “the mere notification of an applicant for whom no personal data are
processed by Eurojust that a ‘check’ has been carried out, without revealing the
result of the check, effectively amounts to a denial of access to personal data. This
denial, however, is not provided for by Article 19.4 of the Eurojust Decision and is
therefore contrary to this provision. None of the reasons mentioned in Article 19.4
of the Eurojust Decision for denying access to personal data applies to an applicant
for whom no personal data are processed by Eurojust. (...) in all cases where an
individual seeks access to personal data concerning him processed by Eurojust,
including those cases where there are no data processed, the College of Eurojust
shall decide whether in the specific case the disclosure of the data or of the non-
existence of data concerning the applicant processed by Eurojust may contravene
any interests of Eurojust or of one of the Member States. If this is not the case,
Eurojust shall reveal to the individual the requested data or inform him that in fact
there are no data concerning him".
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Following this appeal decision of the JSB, the College decided to provide Mr S, the
individual who had appealed, with confirmation that no personal data on him had
been processed by Eurojust. The same approach was also employed by the College
of Eurojust in the most recent case of Mr K, who brought the matter to the General
Court of the European Union. In the judgement of 25 November 2010 in case T-
277/10A], K v Eurojust, the General Court of the European Union evaluated very
positively the fact that Eurojust had provided the individual with information that
no personal data on him had been processed. The Court found that Eurojust not
only duly met the requirements of Article 19(7) of the Eurojust Decision but even
exceeded them, since it provided a detailed answer to the applicant’s allegations
revealing that no personal data concerning him was processed by Eurojust>3.

The JSB has recently dealt with the following case, which also involves the appli-
cation of Article 19.7 of the Eurojust Decision. The case of Mr T5% was decided on
7 April 2011. In this case, the JSB welcomed the fact that the College of Eurojust
considered the request of Mr T at its plenary meeting and that a thorough discus-
sion took place regarding all aspects of the case at stake. In fact, the discussion
of the facts followed the procedure suggested by the JSB in the Mr S case. The
JSB regretted that "the decision of Eurojust does not seem to take account of the
interests at stake in this case or of the impact for the data subject of the mere
provision of a standard answer. Neither the reply of Eurojust to the data subject
nor the written observations submitted to the JSB contain any consideration as to
how the disclosure of the data or of the non-existence of data concerning the ap-
plicant processed by Eurojust may contravene any interests of Eurojust or of one
of the Member States.”

The decision of the JSB also appears to attach significant weight to the fact that Mr
T had not only applied for access to his data but had also requested the deletion,
blocking and communication to third parties. According to the JSB decision, “the
exercise of these additional rights is rendered impossible by the standard reply
given by Eurojust while no evidence has been provided of any interest of Eurojust
or of one of the Member States which could be affected if Eurojust were to inform
the applicant of the result of the checks carried out. This is particularly the case
given the fact that Eurojust have no personal data concerning the individual and
is not implicated in any of the legal proceedings in which Mr T is involved in the
Member States and therefore there seems to be no possible harm to Eurojust in
informing the data subject of the existence of no data in its possession.”

The JSB thus ruled®s that Eurojust should provide the individual with “a clear and
unambiguous answer as to the fact that no personal data on him are processed
by Eurojust and to clarify that, therefore, there is no object for the exercise of any
other of the rights invoked by the individual.”

In conclusion, the decisions of the JSB did not put into question the fact that Euro-
just had in fact complied with the letter of the law. Instead, the JSB decisions rea-
soned that Article 19.7 needs to be applied on the basis of a thorough examination
of the circumstances of each case and that, when the interests of Eurojust or the
Member State(s) are not at stake, information should be provided to the individual
as to whether or not his data is being processed by Eurojust.
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3. Eurojust Case Management System™

The original Eurojust Decision only referred to the processing of personal data in
Temporary Work Files (case files) and in the index, which only contains a few items
of information facilitating identification of the case; it mentions the countries in-
volved, the type of crime and little else5?. The Eurojust data protection rules intro-
duced in their Article 23 the concept of the automated CMS, including the Tempo-
rary Work Files and the Index. Chapter III of the data protection rules®® regulates
in detail various aspects of the processing of personal data in the CMS, which has
become the crucial tool for processing personal data at Eurojust.

The revised Eurojust Decision raises a number of issues of relevance regarding the
CMS. In some cases, the new provisions only “import” articles from the Eurojust
data protection rules into the Decision. However, in several cases new elements,
some of them with important consequences, are brought into the text.

3.1. Design of the CMS

The actual design (architectural solution) of the CMS is based on the Eurojust Deci-
sion and Eurojust data protection rules. In fact, the CMS was developed simultane-
ously with the Eurojust data protection rules. The system is constructed in such a
way that it enables Eurojust:

e To achieve its operational objectives and fulfill its competences (Articles 3 and
4 of the Eurojust Decision), supporting Eurojust’s method of working (through its
National Members or the College);

e To carry out its tasks (via the National Members and the College, Articles 6 and
7 of the Eurojust Decision);

e To enforce the data protection provisions (Articles 14, 15, 16, 17 and 21 of the
Eurojust Decision). The CMS was designed while taking both the data protection
provisions in the Eurojust Decision and Eurojust’s data protection rules into ac-
count. The design facilitates compliance with the legal basis while preventing a sig-
nificant number of potential breaches of the data protection rules. Only pre-defined
data classes may be entered in the system, preventing the insertion of non-allowed
data. For example, the CMS is built in such a way that it only allows the categories
of data mentioned in Article 15 to be processed. Compliance is also ensured re-
garding notifications to the DPO, which are automatically generated by the system.

In fact, as already mentioned above, when the Eurojust Decision was amended,
a number of the provisions of the Eurojust data protection rules regarding the
processing of personal data in the CMS (Articles 23, 24, 26 and 29) were “import-
ed” into the Eurojust Decision to give a higher status to the regulation of the CMS
and ensure full consistency between these two legal instruments.

3.2. Legal background regarding the CMS

Article 16 of the Eurojust Decision establishes the CMS and describes the purposes
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stitutions, Europol and the European Data Protection Supervisor, exchanging views
and helping to promote the work of Eurojust. The DPO follows any data protection-
related legislative initiative being planned at European level to ensure that Eurojust
is informed of developments and can make contributions to these proposals.

4.2. External data protection supervision: the role of Eurojust’s Joint Su-
pervisory Body

Compliance with Eurojust’s data protection regime is supervised internally by the
Data Protection Officer, but there is also an independent external supervisor, the
Joint Supervisory Body. This body, composed of judges or members with an equal
level of independence”?, has the very important task of “ensuring that the process-
ing of personal data is carried out in accordance with this Decision [the Eurojust
Decision]?3.”

The JSB was established by Article 23 of the Eurojust Decision to collectively moni-
tor Eurojust’s activities involving the processing of personal data, and to ensure
that they are carried out in accordance with the Eurojust Decision. In order to fulfil
these tasks, the JSB has full access to all files where such personal data are proc-
essed. Eurojust shall provide the JSB with all of the information that it requests
from these files, and shall assist the JSB in its tasks by every other means.

The JSB is a redress instance for the Eurojust DPO in cases of non-compliance,
when the College has not resolved the non-compliance of the processing within a
reasonable time. The JSB also examines appeals submitted to it in accordance with
Articles 19.8 and 20.2 of the Eurojust Decision, and carries out controls. If the JSB
considers that a decision taken by Eurojust or the processing of data by it is not
compatible with the Eurojust Decision, the matter shall be referred to Eurojust,
which shall accept the decision of the JSB. Decisions of the JSB shall be final and
binding on Eurojust. In addition to this, the JSB provides its obligatory opinions
concerning the provisions on data protection in agreements or working arrange-
ments with EU bodies or co-operation agreements with third States.

Due to its composition (judges and members of equal independence; in practice,
Data Protection Commissioners), the JSB has invaluable expertise in data protec-
tion in the judicial sector. Because of its small size and non-bureaucratic working
practices, the JSB operates efficiently, ensuring excellent communication with Eu-
rojust on a very limited budget. The JSB holds frequent and regular inspections,
covering both case-related and administrative processing operations at Eurojust,
and delivers very extensive and detailed reports on such inspections, with findings
and recommendations. These reports are extremely valuable to the organisation,
and underpin further improvements in the protection of personal data at Eurojust,
because their implementation is closely monitored by the JSB74,

The specificity of the expertise held by the members of the JSB has also been
highlighted in a letter of the Chair of the JSB to Commissioner Reding of 15 De-
cember 20107%: “The combination of data protection expertise and understanding
of the 'business’ of Eurojust is essential and allows an excellent comprehension of
the data protection issues in the context of the judicial activities, being fully aware
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of all relevant considerations involved when dealing with Mutual Legal Assistance,
European Arrest Warrants and so forth.”

In a further letter to Commissioner Reding of 17 December 20107¢, the President of
the College of Eurojust mentioned an additional reason why the role of the JSB is so
important for Eurojust: “I would also like to emphasise the fact that the data proc-
essed by Eurojust comes from the national authorities of the Member States and,
after the involvement of Eurojust has finished, goes back to those same authorities
who should bring the investigation or prosecution to a good end. We therefore be-
lieve that the association of the Data Protection Authorities of the Member States,
as it is presently guaranteed through the system of national appointees to the JSB,
is crucial, in particular if any decisions as to the rights of individuals (for instance,
correction or deletion of data) need to be implemented at national level.”

It is also relevant that Eurojust’s JSB liaises frequently with the other existing JSBs,
attends joint meetings with them and consults them when dealing with matters of
common interest . Such activities are beneficial to the unified practical application
of fundamental data protection principles?”.

The JSB of Eurojust was accredited to the International Data Commissioners’ Con-
ference at the 32nd International Conference of Data Protection and Privacy Com-
missioners in Jerusalem in October 201078, and to the European Spring Data Com-
missioners’ Conference, hosted by the European Data Protection Supervisor and the
Chairman of the Article 29 Data Protection Working Party on 05 April 2011 in Brussels.

To increase its transparency and to provide the public with further information on
its work, the JSB launched a series of webpages on the Eurojust website?® in 2010
that includes information in all EU languages on the role of the JSB, the rights of
data subjects and the appropriate procedures to exercise those rights. It also con-
tains a list of authorities in Member States that individuals may contact concerning
their data subject rights regarding personal data processed by Eurojusts®.

5. Exchange of personal data with third States
and parties

5.1. Legal regime regarding exchange of personal data with third States
and parties in the revised Eurojust Decision

Recital 21 of the preamble to the revised Decision mentions the need to strengthen
the capacity of Eurojust to work with external parties, including third States, Eu-
ropol, OLAF®:, the Joint Situation Center and Frontex®2. The revised Article 26 and
26(a) establishes a more flexible and logical system of dealing with third parties.
It makes a distinction between Community or Union institutions, bodies and agen-
cies, which share a similar system of data protection and security rules based on
European standards and are properly supervised by the EDPS or other independent
bodies, and third parties and organisations, whose level of data protection and sys-
tem of supervision may vary and will need to be assessed on a case-by-case basis.
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Article 26, which now deals with the Community and EU institutions, bodies and
agencies, creates a more flexible regime in line with recent years’ conclusions at
the meetings of the Heads of EU third pillar agencies. This new regime not only
permits the conclusion of agreements but also the conclusion of working arrange-
ments. It also allows agencies, prior to the conclusion of such agreement or ar-
rangement, to directly receive, use and transmit information to each other, includ-
ing personal data, insofar as this is necessary to perform their tasks.

Regarding third States and organisations, the new Article 26(a) generally main-
tains the system of the former Article 27 of the 2002 Eurojust Decision, with a few
novel changes:

1. Paragraph 3 underlines the need to carry out an assessment of the level of
protection of a third party before concluding an agreement including provisions on
exchange of personal data. The text now refers to “an assessment confirming the
existence of an adequate level of data protection ensured by that entity.”

2. The new Paragraph 4 adds the need to include provisions on monitoring the imple-
mentation of the agreement, including the implementation of data protection rules®3.

These two points, mentioned in Paragraphs 3 and 4 of Article 26, were raised in
the report by Madame Weber, Rapporteur of the LIBE Committee of the European
Parliament®4, but they were already cornerstones of Eurojust’s standard practice
regarding agreements with third parties. It is, however, positive that those ele-
ments of data protection are included in the text of the Decision.

3. Article 26(a) introduces in its Paragraphs 5 and 6 a clearly distinct regime from
what Article 26 foresees for “EU sister organisations”. In the case of third parties,
Eurojust may directly receive information from that party, including personal data,
prior to the existence of an agreement, if necessary for the legitimate perform-
ance of its tasks. However, Eurojust may only transmit information (not including
personal data) to that party prior to the entry into force of an agreement. The cir-
cumstances under which Eurojust may transmit personal data to a third party are
clearly mentioned in Paragraph 5 of this article; they include both the conclusion of
an agreement that is in force and allows for such transfer, and the need to transmit
data in individual cases for the purposes of preventing or combating criminal of-
fences for which Eurojust is competent.

This new formulation clarifies that the only method of transmitting personal data
to a third party without an agreement is what was promulgated in the former Arti-
cle 27(6), now Article 26(a)(6): only under exceptional circumstances and by the
National Member acting in his/her national capacity, with the aim of taking urgent
measures to counter imminent serious danger threatening an individual’s or the
public’s security. An additional safeguard from the viewpoint of data protection
exists because these exceptional transfers, which so far have not been used since
the beginning of Eurojust’s work, must be documented in the TWF of the case
in the CMS. The Data Protection Officer must also be informed and shall verify
whether or not such transfers have only taken place in exceptional and urgent
circumstances®s.
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4. Article 26 and 26(a) foresees Eurojust’s obligation to inform the Council of any
plans it has to enter into any negotiations and the possibility for the Council to
draw any conclusions it sees fit. So far, no obligation has existed for Eurojust to in-
form the Council before it entered into negotiations and, in contrast to the system
at Europol, Eurojust only needed to involve the Council at the moment of approval
of an agreement. This new formulation is still rather flexible, but its consequences
will depend of course upon the manner in which the Council interprets the possibil-
ity “to draw conclusions if it sees fit”. In theory, the Council could use this opening
to strongly influence Eurojust’s choices and priorities, or to make comments as to
the level of data protection of the country or third State in question.

5. The new formulation of Article 27 contains, in the first paragraph, the text of
the previous Article 27(2). The second paragraph introduces Eurojust’s obligation
to keep a record of the data transmissions sent under Article 26 and 26(a). This is,
in itself, new to the Eurojust Decision but has been a long-standing provision in all
Eurojust agreements®e.

5.2. Approach of Eurojust regarding agreements with third States/
parties

One of the most dynamic College teams operating at Eurojust is the External Rela-
tions Team?®, in which the DPO actively participates. This team has been entrusted,
among other tasks, with dealing with the negotiations of agreements or other
co-operation instruments with third States/parties. The team proposes an annual
priority list of countries to the College of Eurojust and, after approval of this list by
the College, organises meetings or study visits of delegations of those third States
to Eurojust. The priority list is defined by weighing, among other elements, the
operational interest of co-operating on criminal investigations and prosecutions
with a given country, as well the interest shown by that third State in the possible
conclusion of a co-operation agreement.

Over a significant span of time, the Eurojust External Relations Team has already
established the practice of establishing initially informal contacts with a third coun-
try, allowing the DPO to obtain sufficient information on the existing legislation and
practices regarding data protection in that country, as well as the activities of the
existing data protection supervisory mechanism. Only when a positive data protec-
tion assessment, as described in Article 26(a)(3), has been arrived at, the External
Relations Team brings the question of beginning negotiations to the College of Eu-
rojust and, after that, the Council is informed as required by Article 26(a)(2).

This approach has proven to be much more efficient than starting negotiations
without solving the data protection issues in advance, as was initially done, leading
to situations such as the current issues with Ukraine and the Russian Federation
(negotiations began in 2006 and are ongoing five years later, with data protection
questions still unresolved).

Contrary to Europol’s standard practice®®, which is to conclude both operational
agreements (allowing the exchange of personal data) and strategic agreements
(only allowing for general information exchanges), Eurojust only enters into ne-
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gotiations for a co-operation agreement if it has established that the exchange of
personal data with that country is possible. If not, a Memorandum of Understand-
ing is concluded.

The data protection assessment, carried out by the DPO of Eurojust, weighs sev-
eral important elements of data protection:

1. The ratification of Council of Europe Convention 108 and subsequent amend-
ments to this Convention:

Article 26(a)(3) refers, as one of the conditions for concluding an agreement in-
cluding provisions for the exchange of personal data, to the fact that the entity
concerned is subject to the Council of Europe Convention of 28 January 1981. This
is surely not a surprise, since, as mentioned earlier in Section 2.3.4, this Conven-
tion is a benchmark for the level of personal data protection provided at Eurojust.

As Article 14(2) of the Eurojust Decision also mentions subsequent amendments to
this Convention, Eurojust first checks whether or not a third State has ratified both
the Convention and its Additional Protocol. The Protocol deals with two very im-
portant aspects of data protection: trans-border data flows and the existence of an
independent supervisory data protection authority, which, as we will later discover,
are fundamental elements of an adequate level of data protection.

So far, all countries with which Eurojust has concluded a co-operation agreement,
except the United States of America, have ratified both the Convention and the
Additional Protocol. When the agreement between Eurojust and the USA was con-
cluded in 2006%°, the possibility of a State not a member of the Council of Europe
to become party to the Convention seemed very remote. In theory, since the
creation of the Convention in 1981, its Article 23.1 had provided for accession by
non-member States®?. However, in practice, the Committee of Ministers had never
invited a non-member State to accede, and there was no procedure for interested
States to apply to accede.

This situation has been altered by a decision promulgated on 02 July 2008 by the
Council of Ministers of the Council of Europe (at Deputy level), which reads as follows:

1. “Took note of the recommendation of the Consultative Committee of the Conven-
tion that non-member states with data protection legislation in accordance with the
Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data (ETS No. 108) should be allowed to accede to this convention; and

2. Agreed to examine any accession request in the light of this recommendation”.

The implication of this development is that if a non-Member State of the Council
of Europe has enacted legislation “in accordance with” the standards established
by Convention 108, then it should be allowed to accede to the Convention (i.e. be
invited to do so by the Committee of Ministers) if it requests the opportunity. It
seems that the Consultative Committee of the Convention may first examine any
such request and report to the Committee of Ministers, as it can do under Articles
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19 and 20, though no such procedures have been announced. Any such role would
place the Consultative Committee in a position analogous to the EU’s Article 29
Working Party, which plays a similar role regarding the adequacy decisions taken
by the European Commission in the context of Directive 95/46/EC procedures®?.

2. Existence of an adequate level of data protection ensured by the third State®?:

Article 26(a)(3) refers, as the second condition for concluding an agreement in-
cluding provisions for the exchange of personal data, to an assessment confirming
the existence of an adequate level of data protection ensured by that entity. In
practice, Eurojust, through its DPO, carries out a full assessment of the level of
protection of any country with which Eurojust is contemplating entering into nego-
tiations, even if the country has ratified the Convention and its Additional Protocol.
The mere ratification of these instruments is not the only factor; more important is
their proper implementation in practice and the existence of mechanisms to ensure
compliance with the standards enshrined in both Council of Europe instruments.

The concept of “adequate protection” is not defined in the Eurojust Decision but is
a well-known concept in data protection doctrine, introduced in Article 25 of Direc-
tive 95/46/EC®2 and later in Article 2.1 of the Additional Protocol to Convention
10824,

The explanatory memorandum to the Additional Protocol to Convention 108 pro-
vides a number of valuable elements to help to understand the concept of “ad-
equate protection”®5:

"The adequacy of the level of protection must be assessed in light of all the circum-
stances relating to the transfer.

The level of protection should be assessed on a case-by-case basis for each transfer
or category of transfers made. Thus, the circumstances of the transfer should be
examined and, in particular, the type of data, the purposes and duration of process-
ing for which the data are transferred, the country of origin and the country of final
destination, the general and sectoral rules of law applicable in the State or organi-
sation in question and the professional and security rules which are in effect there.

An assessment of adequacy can also be made for a whole State or organisation
permitting all data transfers to these destinations. In that case, the adequate level
of protection is determined by the competent authorities of each Party.

The assessment of an adequate level of protection must take into account the prin-
ciples of Chapter II of the Convention and of this Protocol and the extent to which
they are met in the recipient country or organisation — as far as they are relevant
for a specific transfer case — and how the data subject can defend his or her inter-
ests in case of non-compliance in a specific case.

The Consultative Committee of the Convention may, at the request of one of the
Parties, give an opinion on the adequacy of the level of data protection in a third
country or organisation.”
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Directive 95/46/EC does not define the concept of “adequate level of protection”.
However, it does contain a list of the circumstances that should be taken into ac-
count when assessing the adequacy of a specific case®®. These include:

e The nature of the data;

e The purpose and duration of the proposed processing operation(s);

e The country of origin and the country of final destination;

e The rules of law, both general and sectoral, in force in the relevant country; and

e The professional rules and the security measures that are complied with in that
country.

The Article 29 Working Party (WP 29), the independent body in which all European
Data Protection Authorities are represented, has various duties, including advising
the European Commission on data protection matters. WP 29 examines all ques-
tions regarding the application of the Directive at national level to promote the
uniform application of the Directive.

WP 29 has issued several documents dealing with the interpretation of Articles 25
and 26 of the Directive, which were consolidated into a paper published on 24 July
1998, document WP 12°7, In practice, all Community decisions taken in this field
until today have used the criteria defined in this document as the basis for analys-
ing the situation in a given country.

This WP 29 document develops a functional approach to the matter, basing its
conclusions not on the nature of the rules that exist in a country, but on the practi-
cal results achieved there. It applies the basic principle that data protection rules
only contribute to the protection of individuals if they are followed in practice.
Therefore, any meaningful analysis of adequate protection must weigh two basic
elements: the content of the applicable rules, and the means for ensuring their ef-
fective application. Using the Directive as a starting point and bearing in mind the
provisions of other international texts, the Working Party defines a “core” of data
protection “content” principles and “procedural/enforcement” requirements.

The basic content principles that should be embodied in the existing legal rules are:

e The purpose limitation principle: data should be processed for a specific purpose
and subsequently used or further communicated only insofar as this is not incom-
patible with the purpose of the transfer.

e The data quality and proportionality principle: data should be accurate and,
where necessary, kept up-to-date. The data should be adequate, relevant and not
excessive in relation to the purposes for which it is transferred or further processed.

e The transparency principle: individuals should be provided with information as
to the purpose of the processing and the identity of the data controller in the third
State, as well as other information, insofar as this is necessary to ensure fairness.

e The security principle: technical and organisational measures should be taken by
the data controller that are appropriate to the risks presented by the processing.
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e The rights of access, rectification and opposition: the data subject should have the
right to obtain a copy of all data relating to him/her that are processed and a right
to rectification of that data that is shown to be inaccurate. In certain circumstances,
he/she should also be able to object to the processing of the data relating to him/her.

e Restrictions on onward transfers to non-parties to the contract: further trans-
fers of the personal data by the recipient of the original data transfer should be
permitted only where the second recipient (the recipient of the onward transfer) is
subject to rules affording an adequate level of protection.

Where specific types of processing are involved, WP 29 considered the following
additional principles to be necessary:

e Sensitive data: where sensitive categories of data®® are involved, additional safe-
guards should be in place.

e Right to opt out when data are processed for direct marketing purposes: when
data are transferred for the purpose of direct marketing, the data subject should be
able to “opt out” from having his/her data used for such purposes at any stage.

e Automated individual decisions: where the purpose of the transfer is the taking
of an automated decision in the sense of Article 15 of the Directive, the individual
should have the right to know the logic involved in this decision, and other meas-
ures should be taken to safeguard the individual’s legitimate interest.

WP 29 also lists three criteria to be considered in order to assess the effectiveness
of the data protection substantive rules:

e Good level of compliance with the rules: some elements, such as the level of
awareness of controllers and data subjects and the existence of effective and dis-
suasive sanctions, play an important role in delivering a good level of compliance
with the rules.

e Support and help to individual data subjects: an individual should be able to
enforce his/her rights rapidly and effectively and without prohibitive cost. To do so,
there should be some sort of institutional mechanism allowing independent investi-
gation of complaints. In Europe, this role is played by the independent supervisory
authorities but other systems are also admissible in a third State as long as the
support and help to the data subjects is guaranteed.

e Appropriate redress to injured parties: appropriate systems should be in place to
provide redress to the injured party where rules are not complied with. This is an es-
sential elementthat mustinvolve a system ofindependent adjudication or arbitration,
which allows compensation to be paid, and sanctions imposed where appropriate.

When assessing the level of protection provided by a third State, as required by
Article 26(a)(3) of the Eurojust Decision, the DPO of Eurojust produces a detailed
report in light of the above-mentioned principles, based on the existing legisla-
tion and practices in the relevant third State. This report takes into account all
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documentation provided by the third party as to the legislation in place as well
as regarding the activities of a supervisory data protection authority or any other
relevant mechanisms. Where necessary, the DPO undertakes a study visit; often
accompanied by the Chair of the External Relations Team, the Eurojust delegation
visits the third State to verify “on the spot” the existing situation and become fully
familiar with the rules and procedures available.

5.3. Eurojust Model Agreement

When drafting agreements with third States, Eurojust bases its draft upon a model
a co-operation agreement with a third State; it contains the clauses that are con-
sidered essential and necessary by Eurojust and the JSB. Following the entry into
force of the revised Eurojust Decision, it was deemed necessary to review the
existing model agreement to incorporate the changes introduced by the revised
Decision, and to take the opportunity to improve the text in light of lessons learned
during the negotiations that had taken place over previous years. The revised
model agreement was jointly drafted by the DPO and the Eurojust Legal Service,
and was discussed and agreed upon by the External Relations Team on 14 June
2010, presented to the JSB at its meeting of 17 June 2010 and, after introduction
of the suggestions made by the JSB, presented to the College. The College ap-
proved the revised model agreement on 13 July 2010. The revised model agree-
ment takes on board all of the elements mentioned in Section 5.1. From a data
protection perspective, the following elements merit discussion:

e As in the previous version of the model agreement, and as now required under
Article 27(2) of the Decision, the text contains an article requiring the Parties to
keep records of the transmission and receipt of data communicated under the
agreement, including the reasons for such transmissions.

e Additional provisions on the transfer of special categories of data and onward
transfers have been incorporated.

e Taking into account the requirement included in Article 26(a)(4) of the Decision
to incorporate provisions on the monitoring of the implementation of the agree-
ment, including the implementation of the data protection rules, the revised model
agreement reinforces the existing provisions on regular consultations between the
data protection instances of both parties and on oversight of implementation, add-
ing an additional provision on monitoring of implementation. This new clause fore-
sees the joint annual review of the implementation of the agreement, and provides
a mechanism to follow up any matters raised during that review.

e The clause on settlement of disputes has been simplified in line with the text
included in some of the most recent agreements concluded by Eurojust.

5.4. Agreements in place®® and ongoing negotiations
After negotiations on the text of an agreement have been successfully concluded

between the External Relations Team and the delegation of the relevant State, the
draft agreement must be approved by the College of Eurojust and be submitted
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to the JSB for its opinion before being sent to the Council of the European Union
for approval. This procedure is defined in Article 26(a)(2) of the revised Decision:
"Such agreements may only be concluded after consultation by Eurojust with the
Joint Supervisory Body concerning the provisions on data protection and after the
approval by the Council, acting by qualified majority.”

Normally, the External Relations Team ensures that the JSB is properly informed,
throughout the entire process of negotiations, of the state of play regarding that
country and of the issues raised during the negotiations in order to make sure that
any open data protection questions are properly addressed in a timely manner.
The JSB is officially consulted when the negotiations have been finalised and then
issues an opinion'®®, which is sent to the Council along with the text of the draft
agreement as approved by the College of Eurojust.

Eurojust has a co-operation agreement in place with Europol, which was initially
signed on 09 June 2004 and revised on 01 October 2009. Eurojust also has a prac-
tical agreement on arrangements for co-operation with OLAF, the European Anti-
Fraud Office; that agreement was signed on 24 September 2008.

So far, Eurojust also has agreements in place with Norway (2005), Iceland (2005),
the United States of America (2006), the Republic of Croatia (2007), Switzerland
and the former Yugoslav Republic of Macedonia (both concluded in 2008).

Eurojust has several Memoranda of Understanding in place; these do not involve
any exchange of personal data. Memoranda are currently in place with the Euro-
pean Judicial Training Network (2008), the Iberoamerican Network of International
Legal Co-operation (Iber-RED) (2009), CEPOL (2009) and the United Nations Of-
fice on Drugs and Crime (UNODC) (2010).

As this text is being written, Eurojust is in ongoing negotiations with both Ukraine
and the Russian Federation. Both negotiations began in 2006 under the former re-
gime and still require the resolution of diverse data protection issues. In addition,
Eurojust has entered into negotiations with Liechtenstein under the procedure of
the revised Eurojust Decision. Because of the preparatory work done by the Exter-
nal Relations Team before the negotiations were officially opened, this agreement
is expected to be formally concluded during 2011.

Eurojust also remains in contact with a sizeable number of third States that have
stated their interest in concluding agreements with Eurojust in the future. Some
of these third States include Moldova, Montenegro, Cape Verde, Bosnia and Herze-
govina, Albania, Serbia and Israel. Further steps in building relationships with
these third States will first depend upon the completion of positive assessments of
the level of protection currently employed in each of those third States.

6. The future after Lisbon

As stated at the very beginning, this article attempts to outline and discuss the
data protection regime presently applicable to Eurojust, as well as the details of
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the current supervisory scheme in place. However, it seems inappropriate to con-
clude this text without including some reflections as to what the future may bring
to Eurojust’s data protection practice.

In January 2010, on European Data Protection Day, Commissioner Reding deliv-
ered a speech at the European Parliament?, entitled “The challenges ahead for the
European Union”. During this speech, she highlighted the need to incorporate the
fundamental principles of data protection in all areas of EU competence, including
police and judicial co-operation in criminal matters and the EU’s external relations.

Such a statement hardly came as a surprise, since the Stockholm Programme had
already called for a comprehensive strategy to protect data within the European
Union and in its relations with other countries!®2. More importantly, Article 1603 of
the Lisbon Treaty!°4 creates a new general legal basis for data protection, no longer
limited by the existence of the old “pillar structure”.

The existence of this article, combined with the abolition of the previous “pillar struc-
ture”, has been viewed by some as a great new opportunity to create one general
comprehensive instrument for all fields of activity of the European Union5. However,
Declaration 21 to the Treaty states that specific rules on the protection of personal
data may prove to be necessary in the area of judicial co-operation in criminal mat-
ters and police co-operation due to the specific nature of these fields; similar argu-
ments have been made by various stakeholders, such as Eurojust and Europol°¢,

In the context of the ongoing review of the existing legal framework of data protec-
tion, the European Commission has organised a number of stakeholders’ meetings
and consultations, in which Eurojust has actively participated. Eurojust has repeat-
edly expressed its position'®” on the need to consider the sensitive nature of the
operational activities and specificities of data processing in this area, fully justifying
the existence of tailor-made rules and supporting the maintenance of the present
system of joint supervision.

The JSB has also drawn attention to the robustness and suitability of the existing
data protection rules at Eurojust, and has actively promoted the maintenance of
the specialised supervision system currently in place at Eurojust.

In November 2010, the Commission issued a Communication calling for a com-
prehensive and coherent approach on personal data protection in the European
Union%8 to guarantee that the fundamental right to data protection for individuals
is fully respected. This Communication does not exclude the need for specific rules
for data protection for police and judicial co-operation in criminal matters. The
Council’s conclusions on this Communication'®® have emphasized this point even
more strongly.

The review launched by Commissioner Reding is a very ambitious project and will
undoubtedly take some time before reaching an end result. Many stakeholders,
including Eurojust, shall follow these developments closely and with great inter-
est. We can only hope that the envisaged review will bring positive results for our
citizens in terms of Freedom, Security and Justice.
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Annex 1

Articles relevant to data protection in the consolidated version
of the Council Decision on the strengthening of Eurojust

Brussels, 15 July 2009

Article 14
Processing of personal data

1. Insofar as it is necessary to achieve its objectives, Eurojust may, within the framework of its
competence and in order to carry out its tasks, process personal data, by automated means or

in structured manual files.

2. Eurojust shall take the necessary measures to guarantee a level of protection for personal data
at least equivalent to that resulting from the application of the principles of the Council of
Europe Convention of 28 January 1981 and subsequent amendments thereto where they are in

force in the Member States.

3. Personal data processed by Eurojust shall be adequate, relevant and not excessive in relation
to the purpose of the processing, and, taking into account the information provided by the
competent authorities of the Member States or other partners in accordance with Art. 13, 26
and 26a accurate and up-to-date. Personal data processed by Eurojust shall be processed fairly
and lawfully.

Article 15
Restrictions on the processing of personal data

1. When processing data in accordance with Article 14(1), Eurojust may process only the
following personal data on persons who, under the national legislation of the Member States
concerned are suspected of having committed or having taken part in a criminal offence in

respect of which Eurojust is competent or who have been convicted of such an offence:
(a) surname, maiden name, given names and any alias or assumed names;

(b) date and place of birth;

(c) nationality;

(d) sex;
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(e) place of residence, profession and whereabouts of the person concerned;

(f) social security numbers, driving licences, identification documents and passport data;

(g) information concerning legal persons if it includes information relating to identified or
identifiable individuals who are the subject of a judicial investigation or prosecution;

(h) bank accounts and accounts with other financial institutions;

(1)  description and nature of the alleged offences, the date on which they were committed,
the criminal category of the offences and the progress of the investigations ;

(j) the facts pointing to an international extension of the case ;

(k) details relating to alleged membership of a criminal organisation ;

()  telephone numbers, e-mail addresses and data referred to in Article 2(2)(a) of
Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006
on the retention of data generated or processed in connection with the provision of
publicly available electronic communications services or of public communications
networks';

(m) vehicle registration data ;

(n) DNA profiles established from the non-coding part of DNA, photographs and

fingerprints.

2. When processing data in accordance with Art. 14(1), Eurojust may process only the following

personal data on persons who, under the national legislation of the Member States concerned,

are regarded as witnesses or victims in a criminal investigation or prosecution regarding one

or more of the types of crime and the offences defined in Art. 4:

! OJ L 105, 13.4.2006, p. 54
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Article 16

Case Management System, index and temporary work files

1. In accordance with this Decision, Eurojust shall establish a Case Management
System composed of temporary work files and of an index which contain personal

and non-personal data.
2. The Case Management System shall be intended to:

(a) support the management and coordination of investigations and prosecutions
for which Eurojust is providing assistance, in particular by the

cross-referencing of information;
(b) facilitate access to information on ongoing investigations and prosecutions;

(c) facilitate the monitoring of lawfulness and compliance with the provisions of

this Decision concerning the processing of personal data.

3. The Case Management System, in so far as this is in conformity with rules on data
protection contained in this Decision, may be linked to the secure
telecommunications  connection referred to in  Article9 of Council

Decision 2008/976/JTHA of 16 December 2008 on the European Judicial Network”.

4. The index shall contain references to temporary work files processed within the
framework of Eurojust and may contain no personal data other than those referred to

in Article 15(1)(a) to (i), (k) and (m) and in Article 15(2).

5. In the performance of their duties in accordance with this Decision, the national
members of Eurojust may process data on the individual cases on which they are
working in a temporary work file. They shall allow the Data Protection Officer to
have access to the work file. The Data Protection Officer shall be informed by the
national member concerned of the opening of each new temporary work file that

contains personal data.

' OJ L 348 of 24.12.2008, p. 130
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6.  For the processing of case related personal data, Eurojust may not establish any

automated data file other than the Case Management System.

Article 16a

Functioning of temporary work files and the index

1. A temporary work file shall be opened by the national member concerned for every
case with respect to which information is transmitted to him in so far as this
transmission is in accordance with this Decision or with instruments referred to in
Article 13(4). The national member shall be responsible for the management of the

temporary work files which he has opened.

2. The national member who has opened a temporary work file shall decide, on a
case-by-case basis, whether to keep the temporary work file restricted or to give
access to it or to parts of it, where necessary to enable Eurojust to carry out its tasks,

to other national members or to authorised Eurojust staft.

3.  The national member who has opened a temporary work file shall decide which

information related to this temporary work file shall be introduced in the index.

Article 16b

Access to the Case Management System at national level

1. Persons referred to in Article 12(2) in so far as they are connected to the Case

Management System in accordance with Article 12(6) may only have access to:

(a) the index, unless the national member who has decided to introduce the data in

the index expressly denied such access;

(b) temporary work files opened or managed by the national member of their

Member State;
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(c) temporary work files opened or managed by national members of other
Member States and to which the national member of their Member States has
received access unless the national member who opened or manages the

temporary work file expressly denied such access.

The national member shall, within the limitations provided for in paragraph 1, decide
on the extent of access to the temporary work files which is granted in his Member
State to persons referred to in Article 12(2) in so far as they are connected to the

Case Management System in accordance with Article 12(6).

Each Member State shall decide, after consultation with its national member, on the
extent of access to the index which is granted in that Member State to persons
referred to in Article 12(2) in so far as they are connected to the Case Management
System in accordance with Article 12(6). Member States shall notify Eurojust and
the General Secretariat of the Council of their decision regarding the implementation

of this paragraph so that the latter can inform the other Member States.

However, persons referred to in Article 12(2), in so far as they are connected to the
Case Management System in accordance with Article 12(6), shall at least have access
to the index to the extent necessary to access the temporary work files to which they

have been granted access in accordance with paragraph 2 of this Article.

By 04 June 2013, Eurojust shall report to the Council and the Commission on the
implementation of paragraph 3. Each Member State shall consider, on the basis of
that report, the opportunity to review the extent of access provided in accordance

with paragraph 3.
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Article 17
Data Protection Officer

1. Eurojust shall have a specially appointed Data Protection Officer, who shall be a member of
the staff. Within that framework, he or she shall be under the direct authority of the College.

In the performance of the duties referred to in this article, he shall act independently.
2. The Data Protection Officer shall in particular have the following tasks:

(a) ensuring, in an independent manner, lawfulness and compliance with the provisions of

this Decision concerning the processing of personal data;

(b) ensuring that a written record of the transmission and receipt, for the purposes of
Art.19(3) in particular, of personal data is kept in accordance with the provisions to be

laid down in the rules of procedure, under the security conditions laid down in Art. 22;

(c) ensuring that data subjects are informed of their rights under this Decision at their

request.

3. Inthe performance of his tasks, the Data Protection Officer shall have access to all the data

processed by Eurojust and to all Eurojust premises.

4. When he finds that in his view processing has not complied with this Decision, the Data

Protection Officer shall:
(a) inform the College, which shall acknowledge receipt of the information;

(b) refer the matter to the JSB if the College has not resolved the non-compliance of the

processing within a reasonable time.
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Article 18
Authorised access to personal data

Only national members, their deputies and their assistants referred to in Article 2(2), persons
referred to in Article 12(2) in so far as they are connected to the Case Management System in
accordance with Article 12(6) and authorised Eurojust staff may, for the purpose of achieving
Eurojust's objectives and within the limits provided for in Articles 16, 16a and 16b, have access to

personal data processed by Eurojust.

Article 19
Right of access to personal data

1. Every individual shall be entitled to have access to personal data concerning him processed by

Eurojust under the conditions laid down in this article.

2. Any individual wishing to exercise his right to have access to data concerning him which are
stored at Eurojust, or to have them checked in accordance with Art. 20, may make a request to
that effect free of charge in the Member State of his choice, to the authority appointed for that
purpose in that Member State, and that authority shall refer it to Eurojust without delay.

3. The right of any individual to have access to personal data concerning him or to have them
checked shall be exercised in accordance with the laws and procedures of the Member State in
which the individual has made his request. If, however, Eurojust can ascertain which authority
in a State transmitted the data in question, that authority may require that the right of access

be exercised in accordance with the rules of the law of that Member State.
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4. Access to personal data shall be denied if :
(a) such access may jeopardise one of Eurojust's activities;
(b) such access may jeopardise any national investigation;
(c) such access may jeopardise the rights and freedoms of third parties.

5. The decision to grant this right of access shall take due account of the status, with regard to

the data stored by Eurojust, of those individuals submitting the request.

6.  The national members concerned by the request shall deal with it and reach a decision on
Eurojust's behalf. The request shall be dealt with in full within three months of receipt. Where
the members are not in agreement, they shall refer the matter to the College, which shall take

its decision on the request by a two-thirds majority.

7.  Ifaccess is denied or if no personal data concerning the applicant are processed by Eurojust,
the latter shall notify the applicant that it has carried out checks, without giving any

information which could reveal whether or not the applicant is known.

8. If'the applicant is not satisfied with the reply given to his request, he may appeal against that
decision before the JSB. The JSB shall examine whether or not the decision taken by Eurojust

is in conformity with this Decision.

9. The competent law enforcement authorities of the Member States shall be consulted by
Eurojust before a decision is taken. They shall subsequently be notified of its contents through

the national members concerned.
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Article 20
Correction and deletion of personal data

1. Inaccordance with Art. 19(3), every individual shall be entitled to ask Eurojust to correct,
block or delete data concerning him if they are incorrect or incomplete or if their input or

storage contravenes this Decision.

2. Eurojust shall notify the applicant if it corrects, blocks or deletes the data concerning him. If
the applicant is not satisfied with Eurojust's reply, he may refer the matter to the JSB within

thirty days of receiving Eurojust's decision.

3. Atthe request of a MS's competent authorities, national member or national correspondent, if
any, and under their responsibility, Eurojust shall, in accordance with its rules of procedure,
correct or delete personal data being processed by Eurojust which were transmitted or entered
by that Member State, its national member or its national correspondent. The Member States'
competent authorities and Eurojust, including the national member or national correspondent,
if any, shall in this context ensure that the principles laid down in Art. 14(2) and (3) and in
Art.15(4) are complied with.

4. If it emerges that personal data processed by Eurojust are incorrect or incomplete or that their
input or storage contravenes the provisions of this Decision, Eurojust shall block, correct or

delete such data.

5. Inthe cases referred to in §3 and 4, all the suppliers and addressees of such data shall be
notified immediately. In accordance with the rules applicable to them, the addressees, shall

then correct, block or delete those data in their own systems.
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Article 21
Time limits for the storage of personal data

1. Personal data processed by Eurojust shall be stored by Eurojust for only as long as is

necessary for the achievement of its objectives.

2. The personal data referred to in Art. 14(1) which have been processed by Eurojust may not be
stored beyond the first applicable among the following dates:

(a) the date on which prosecution is barred under the statute of limitations of all the

Member States concerned by the investigation and prosecutions;
(aa) the date on which the person has been acquitted and the decision became final,

(b) three years after the date on which the judicial decision of the last of the Member States

concerned by the investigation or prosecutions became final;

(c) the date on which Eurojust and the Member States concerned mutually established or
agreed that it was no longer necessary for Eurojust to coordinate the investigation and
prosecutions, unless there is an obligation to provide Eurojust with this information in
accordance with Article 13(6) and (7) or according to instruments referred to in Article

13(4);

(d) three years after the date on which data were transmitted according to Article 13(6) and

(7) or according to instruments referred to in Article 13(4).

3. (a) Observance of the storage periods referred to in paragraph 2(a),(b),(c) and (d) shall be
reviewed constantly by appropriate automated processing. Nevertheless, a review of the

need to store the data shall be carried out every three years after they were entered.
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(b) When one of the storage deadlines referred to in paragraph 2(a), (b), (¢) and (d) has
expired, Eurojust shall review the need to store the data longer in order to enable it to
achieve its objectives and it may decide by way of derogation to store those data until
the following review. However, once prosecution is statute barred in all Member States
concerned as referred to in paragraph 2(a), data may only be stored if they are necessary

in order for Eurojust to provide assistance in accordance with this Decision.

(c) Where data has been stored by way of derogation pursuant to point (b) a review of the

need to store those data shall take place every three years.

4. Where a file exists containing non-automated and unstructured data, once the deadline for
storage of the last item of automated data from the file has elapsed all the documents in the

file shall be returned to the authority which supplied them and any copies shall be destroyed.

5. Where Eurojust has coordinated an investigation or prosecutions, the national members
concerned shall inform Eurojust and the other Member States concerned of all the judicial
decisions relating to the case which have become final in order, inter alia , that § 2(b) may be

applied.
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Article 22

Data security

1. Eurojust and, insofar as it is concerned by data transmitted from Eurojust, each Member State,

shall, as regards the processing of personal data within the framework of this Decision,

protect personal data against accidental or unlawful destruction, accidental loss or

unauthorised disclosure, alteration and access or any other unauthorised form of processing.

2. The rules of procedure shall contain the technical measures and the organisational

arrangements needed to implement this Decision with regard to data security and in particular

measures designed to:

@

(b)

©

(d)

©

®

(8)

(h)

deny unauthorised persons access to data processing equipment used for processing

personal data;
prevent the unauthorised reading, copying, modification or removal of data media ;

prevent the unauthorised input of data and the unauthorised inspection, modification or

deletion of stored personal data ;

prevent the use of automated data processing systems by unauthorised persons using

data communication equipment ;

ensure that persons authorised to use an automated data processing system only have

access to the data covered by their access authorisation;

ensure that it is possible to verify and establish to which bodies personal data are

transmitted when data are communicated;

ensure that it is subsequently possible to verify and establish which personal data have
been input into automated data processing systems and when and by whom the data

were input ;

prevent unauthorised reading, copying, modification or deletion of personal data during

transfers of personal data or during transportation of data media.
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Article 23

Joint Supervisory Body (JSB)

1. Anindependent JSB shall be established to monitor collectively the Eurojust activities
referred to in Art.14 to 22, 26, 26a and 27 in order to ensure that the processing of personal
data is carried out in accordance with this Decision. In order to fulfil these tasks, the JSB shall
be entitled to have full access to all files where such personal data are processed. Eurojust
shall provide the JSB with all information from such files that it requests and shall assist that
body in its tasks by every other means. The Joint Supervisory Body shall meet at least once in
each half year. It shall also meet within the three months following the lodging of an appeal
referred to in Article 19(8) or within three months following the date when a case was
referred to it in accordance with Article 20(2). The Joint Supervisory Body may also be
convened by its chairman when at least two Member States so request. In order to set up the
JSB, each Member State, acting in accordance with its legal system, shall appoint a judge who
is not a member of Eurojust, or, if its constitutional or national system so requires a person
holding an office giving him sufficient independence, for inclusion on the list of judges who
may sit on the JSB as members or ad hoc judges. No such appointment shall be for less than
three years. Revocation of the appointment shall be governed by the principles for removal
applicable under the national law of the Member State of origin. Appointment and removal

shall be communicated to both the Council General Secretariat and Eurojust.

2. The JSB shall be composed of 3 permanent members and, as provided for in §4, ad hoc

judges.

3. A judge appointed by a Member State shall become a permanent member after being elected
by the plenary meeting of the persons appointed by the Member States in accordance with
paragraph 1, and shall remain a permanent member for three years. Elections shall be held
yearly for one permanent member of the Joint Supervisory Body by means of secret ballot.
The Joint Supervisory Body shall be chaired by the member who is in his third year of
mandate after elections. Permanent members may be re-elected. Appointees wishing to be
elected shall present their candidacy in writing to the Secretariat of the Joint Supervisory

Body ten days before the meeting in which the election is to take place.
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4. One or more ad hoc judges shall also have seats, but only for the duration of the examination

of an appeal concerning personal data from the Member State which has appointed them.

4a. The JSB shall adopt in its rules of procedure measures necessary to implement paragraphs 3

and 4.

5. The composition of the JSB shall remain the same for the duration of an appeals procedure

even if the permanent members have reached the end of their term of office pursuant to § 3.

6.  Each member and ad hoc judge shall be entitled to one vote. In the event of a tied vote, the

chairman shall have the casting vote.

7. The JSB shall examine appeals submitted to it in accordance with Art. 19(8) and Art.20(2)
and carry out controls in accordance with §1, first sub§, of this article. If the JSB considers
that a decision taken by Eurojust or the processing of data by it is not compatible with this

Decision, the matter shall be referred to Eurojust, which shall accept the decision of the JSB.
8. Decisions of the JSB shall be final and binding on Eurojust.

9. The persons appointed by the Member States in accordance with §1, third sub§, presided over
by the chairman of the JSB, shall adopt internal rules of procedure which, for the purpose of
the examination of appeals, lay down objective criteria for the appointment of the Body's

members.

10.  Secretariat costs shall be borne by the Eurojust budget. The secretariat of the JSB shall enjoy
independence in the discharge of its function within the Eurojust secretariat. The Secretariat
of the Joint Supervisory Body may rely upon the expertise of the secretariat established by
Decision 2000/641/JHA".

11.  The members of the JSB shall be subject to the obligation of confidentiality laid down in
Art. 25.

! Council Decision 2000/641/JHA of 17 October 2000 establishing a secretariat for the joint
supervisory data-protection bodies set up by the Convention on the Establishment of a
European Police Office (Europol Convention), the Convention on the Use of Information
Technology for Customs Purposes and the Convention implementing the Schengen
Agreement on the gradual abolition of checks at the common borders (Schengen Convention)
(OJ L 271, 24.10.2000, p. 1).
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The JSB shall submit an annual report to the Council.
Article 24
Liability for unauthorised or incorrect processing of data

Eurojust shall be liable, in accordance with the national law of the Member State where its
headquarters are situated, for any damage caused to an individual which results from

unauthorised or incorrect processing of data carried out by it.

Complaints against Eurojust pursuant to the liability referred to in §1 shall be heard by the

courts of the Member State where its headquarters are situated.

Each Member State shall be liable, in accordance with its national law, for any damage caused
to an individual, which results from unauthorised or incorrect processing carried out by it of

data which were communicated to Eurojust.

Article 25
Confidentiality

1. The national members, their deputies and their assistants referred to in Article 2(2),
Eurojust staff, national correspondents and the Data Protection Officer shall be bound by an

obligation of confidentiality, without prejudice to Article 2(4).

The obligation of confidentiality shall apply to all persons and to all bodies called upon to

work with Eurojust.

The obligation of confidentiality shall also apply after leaving office or employment or after

the termination of the activities of the persons referred to in § 1 and 2.

Without prejudice to Article 2(4), the obligation of confidentiality shall apply to all

information received by Eurojust.
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Article 25a
Cooperation with the European Judicial Network
and other networks of the European Union involved in cooperation in criminal matters

1. Eurojust and the European Judicial Network shall maintain privileged relations with
each other, based on consultation and complementarity, especially between the
national member, the European Judicial Network contact points of the same Member
State and the national correspondents for Eurojust and the European Judicial
Network. In order to ensure efficient cooperation, the following measures shall be

taken:

(a) national members shall, on a case-by-case basis, inform the European Judicial
Network contact points of all cases which they consider the Network to be in a

better position to deal with;

(b) the Secretariat of the European Judicial Network shall form part of the staff of
Eurojust. It shall function as a separate unit. It may draw on the administrative
resources of Eurojust which are necessary for the performance of the European
Judicial Network's tasks, including for covering the costs of the plenary
meetings of the Network. Where plenary meetings are held at the premises of
the Council in Brussels, the costs may only cover travel expenses and costs for
interpretation. Where plenary meetings are held in the Member State holding
the Presidency of the Council, the costs may only cover part of the overall

costs of the meeting;

(c)  European Judicial Network contact points may be invited on a case-by-case

basis to attend Eurojust meetings.
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2. Without prejudice to Article 4(1), the Secretariat of the Network for Joint
Investigation Teams and of the network set up by Decision 2002/494/JHA shall form
part of the staff of Eurojust. These secretariats shall function as separate units. They
may draw on the administrative resources of Eurojust which are necessary for the
performance of their tasks. Coordination between the secretariats shall be ensured by

Eurojust.

This paragraph shall apply to the secretariat of any new network set up by a decision
of the Council where that decision provides that the secretariat shall be provided by

Eurojust.

3. The network set up by Decision 2008/852/JHA may request that Eurojust provide a

secretariat to the network. If such request is made, paragraph 2 shall apply.

Article 26
Relations with Community or Union related institutions, bodies and agencies

1. Insofar as is relevant for the performance of its tasks, Eurojust may establish and
maintain cooperative relations with the institutions, bodies and agencies set up by, or
on the basis of, the Treaties establishing the European Communities or the Treaty on
European Union. Eurojust shall establish and maintain cooperative relations with at

least:
(a) Europol;
(b) OLAF,;

(c) the European Agency for the Management of Operational Cooperation at the

External Borders of the Member States of the European Union (Frontex);

(d) the Council, in particular its Joint Situation Centre.
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Eurojust shall also establish and maintain cooperative relations with the European

Judicial Training Network.

Eurojust may conclude agreements or working arrangements with the entities
referred to in paragraph 1. Such agreements or working arrangements may, in
particular, concern the exchange of information, including personal data, and the
secondment of liaison officers to Eurojust. Such agreements or working
arrangements may only be concluded after consultation by Eurojust with the Joint
Supervisory Body concerning the provisions on data protection and after the
approval by the Council, acting by qualified majority. Eurojust shall inform the
Council of any plans it has for entering into any such negotiations and the Council

may draw any conclusions it deems appropriate.

Prior to the entry into force of an agreement or arrangement as referred to in
paragraph 2, Eurojust may directly receive and use information, including personal
data, from the entities referred to in paragraph 1, in so far as this is necessary for the
legitimate performance of its tasks, and it may directly transmit information,
including personal data, to such entities, in so far as this is necessary for the
legitimate performance of the recipient's tasks and in accordance with the rules on

data protection provided in this Decision.

OLAF may contribute to Eurojust's work to coordinate investigations and
prosecution procedures regarding the protection of the financial interests of the
European Communities, either on the initiative of Eurojust or at the request of OLAF

where the competent national authorities concerned do not oppose such participation.

For purposes of the receipt and transmission of information between Eurojust and
OLAF, and without prejudice to Article 9, Member States shall ensure that the
national members of Eurojust shall be regarded as competent authorities of the

Member States solely for the purposes of Regulation (EC) No 1073/1999 and
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3. Agreements referred to in paragraph 2 containing provisions on the exchange of
personal data may only be concluded if the entity concerned is subject to the Council
of Europe Convention of 28 January 1981 or after an assessment confirming the

existence of an adequate level of data protection ensured by that entity.

4. Agreements referred to in paragraph 2 shall include provisions on the monitoring of

their implementation, including implementation of the rules on data protection.

5. Prior to the entry into force of the agreements referred to in paragraph 2, Eurojust
may directly receive information, including personal data in so far as this is

necessary for the legitimate performance of its tasks.

6.  Prior to the entry into force of the agreements referred to in paragraph 2, Eurojust
may under the conditions laid down in Article 27(1), directly transmit information,
except for personal data, to these entities, in so far as this is necessary for the

legitimate performance of the recipient's tasks.

7.  Eurojust may, under the conditions laid down in Article 27(1), transmit personal data

to the entities referred to in paragraph 1, where:

(a) this is necessary in individual cases for the purposes of preventing or

combating criminal offences for which Eurojust is competent, and

(b) Eurojust has concluded an agreement as referred to in paragraph 2 with the
entity concerned which has entered into force and which permits the

transmission of such data.

8. Any subsequent failure, or substantial likelihood of failure, on the part of the entities
referred to in paragraph 1 to meet the conditions referred to in paragraph 3, shall
immediately be communicated by Eurojust to the Joint Supervisory Body and the
Member States concerned. The Joint Supervisory Body may prevent the further
exchange of personal data with the relevant entities until it is satisfied that adequate

remedies have been provided.
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Council Regulation (Euratom) No 1074/1999 of 25May 1999 concerning
investigations conducted by the European Anti-Fraud Office (OLAF)". The exchange
of information between OLAF and national members shall be without prejudice to
the information which must be given to other competent authorities under those

Regulations.

Article 26a

Relations with third States and organisations

1. In so far as is required for the performance of its tasks, Eurojust may establish and

maintain cooperative relations with the following entities:
(a) third States;
(b) organisations such as:

(i)  international organisations and their subordinate bodies governed by

public law;

(ii)  other bodies governed by public law which are based on an agreement

between two or more States; and
(iii) the International Criminal Police Organisation (Interpol).

2. Eurojust may conclude agreements with the entities referred to in paragraph 1. Such
agreements may, in particular, concern the exchange of information, including
personal data, and the secondment of liaison officers or liaison magistrates to
Eurojust. Such agreements may only be concluded after consultation by Eurojust
with the Joint Supervisory Body concerning the provisions on data protection and
after the approval by the Council, acting by qualified majority. Eurojust shall inform
the Council of any plans it has for entering into any such negotiations and the

Council may draw any conclusions it deems appropriate.

1 0OJL136,31.5.1999, p. 8.
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However, even if the conditions referred to in paragraph 7 are not fulfilled, a national
member may, acting in his capacity as a competent national authority and in
conformity with the provisions of his own national law, by way of exception and
with the sole aim of taking urgent measures to counter imminent serious danger
threatening a person or public security, carry out an exchange of information
involving personal data. The national member shall be responsible for the legality of
authorising the communication. The national member shall keep a record of
communications of data and of the grounds for such communications. The
communication of data shall be authorised only if the recipient gives an undertaking

that the data will be used only for the purpose for which they were communicated.

Article 27

Transmission of data

Before Eurojust exchanges any information with the entities referred to in
Article 26a, the national member of the Member State which submitted the
information shall give his consent to the transfer of that information. In appropriate
cases the national member shall consult the competent authorities of the Member

States.

Eurojust shall be responsible for the legality of the transmission of data. Eurojust
shall keep a record of all transmissions of data under Articles 26 and 26a and of the
grounds for such transmissions. Data shall only be transmitted if the recipient gives
an undertaking that the data will be used only for the purpose for which they wee

transmitted.
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Article 27a

Liaison magistrates posted to third States

1. For the purpose of facilitating judicial cooperation with third States in cases in which
Eurojust is providing assistance in accordance with this Decision, the College may
post liaison magistrates to a third State, subject to an agreement as referred to in
Article 26a with that third State. Before negotiations are entered into with a third
State, the Council, acting by qualified majority, shall give its approval. Eurojust shall
inform the Council of any plans it has for entering into any such negotiations and the

Council may draw any conclusions it deems appropriate.

2. The liaison magistrate referred to in paragraph 1 is required to have experience of
working with Eurojust and adequate knowledge of judicial cooperation and how
Eurojust operates. The posting of a liaison magistrate on behalf of Eurojust shall be

subject to the prior consent of the magistrate and of his Member State.

3. Where the liaison magistrate posted by Eurojust is selected among national members,

deputies or assistants:

(i)  he shall be replaced in his function as a national member, deputy or assistant,

by the Member State;

(ii) he ceases to be entitled to exercise the powers granted to him in accordance

with Articles 9a to 9e.
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Without prejudice to Article 110 of the Staff Regulations of Officials of the
European Communities laid down by Regulation (EEC, Euratom, ECSC)
No 259/68", the College shall draw up rules on the posting of liaison magistrates and
adopt the necessary implementing arrangements in this respect in consultation with

the Commission.

The activities of liaison magistrates posted by Eurojust shall be the subject of
supervision by the Joint Supervisory Body. The liaison magistrates shall report to the
College, which shall inform the European Parliament and the Council in the annual
report and in an appropriate manner of their activities. The liaison magistrates shall
inform national members and national competent authorities of all cases concerning

their Member State.

Competent authorities of the Member States and liaison magistrates referred to in
paragraph 1 may contact each other directly. In such cases, the liaison magistrate

shall inform the national member concerned of such contacts.

The liaison magistrates referred to in paragraph 1 shall be connected to the Case

Management System.

Article 27b

Requests for judicial cooperation to and from third States

Eurojust may, with the agreement of the Member States concerned, coordinate the
execution of requests for judicial cooperation issued by a third State where these
requests are part of the same investigation and require execution in at least two
Member States. Requests referred to in this paragraph may also be transmitted to

Eurojust by a competent national authority.

' OJL56,43.1968, p. 1
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2. In case of urgency and in accordance with Article 5a, the OCC may receive and
process requests referred to in paragraph 1 of this Article and issued by a third State

which has concluded a cooperation agreement with Eurojust.

3. Without prejudice to Article 3(2), where requests for judicial cooperation, which
relate to the same investigation and require execution in a third State, are made,
Eurojust may also, with the agreement of the Member States concerned, facilitate

judicial cooperation with that third State.

4. Requests referred to in paragraphs 1, 2 and 3 may be transmitted through Eurojust if
it is in conformity with the instruments applicable to the relationship between that

third State and the European Union or the Member States concerned.

Article 27¢

Liability other than liability for unauthorised or incorrect processing of data

1. Eurojust's contractual liability shall be governed by the law applicable to the contract

in question.

2. In the case of non-contractual liability, Eurojust shall, independently of any liability
under Article 24, make good any damage caused through the fault of the College or
the staff of Eurojust in the performance of their duties in so far as it may be imputed
to them and regardless of the different procedures for claiming damages which exist

under the law of the Member States.

3. Paragraph 2 shall also apply to damage caused through the fault of a national
member, a deputy or an assistant in the performance of his duties. However, when he
is acting on the basis of the powers granted to him pursuant to Articles 9a to 9e, his
Member State of origin shall reimburse Eurojust the sums which Eurojust has paid to

make good such damage.

4. The injured party shall have the right to demand that Eurojust refrain from taking, or

cease, any action.
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5. The national courts of the Member States competent to deal with disputes involving
Eurojust's liability as referred to in this Article shall be determined by reference to
Council Regulation (EC) No 44/2001 of 22 December 2000 on jurisdiction and the

recognition and enforcement of judgments in civil and commercial matters'.

Article 28
Organisation and operation
1. The College shall be responsible for the organisation and operation of Eurojust.

2. The College shall elect a President from among the national members and may, if it considers
it necessary, elect at most two Vice-Presidents. The result of the election shall be submitted to

the Council acting by qualified majority, for its approval.

3. The President shall exercise his duties on behalf of the College and under its authority, direct
its work and monitor the daily management ensured by the Administrative Director. The rules
of procedure shall specify the cases in which his decisions or actions shall require prior

authorisation or a report to the College.

4. The term of office of the President shall be three years. He may be re-elected once. The term

of office of any Vice-President(s) shall be governed by the rules of procedure.
5. Eurojust shall be assisted by a secretariat headed by an Administrative Director.

6.  Eurojust shall exercise over its staff the powers devolved to the Appointing Authority. The
College shall adopt appropriate rules for the implementation of this § in accordance with the

rules of procedure.

' 0JL12,16.1.2001,p. 1
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Annex 2

Rules of procedure on the processing and protection
of personal data at Eurojust

19.3.2005

Official Journal of the European Union C 681

(Acts adopted under Title VI of the Treaty on European Union)

RULES OF PROCEDURE ON THE PROCESSING AND PROTECTION OF PERSONAL DATA AT
EUROJUST

(Text adopted unanimously by the college of Eurojust during the meeting of 21 October 2004 and
approved by the Council on 24 February 2005)

(2005/C 68/01)

TITLE I tion, recording, organisation, storage, adaptation or altera-
tion, retrieval, consultation, use, disclosure by transmis-
DEFINITIONS sion, dissemination or otherwise making available, align-

ment or combination, blocking, erasure or destruction;

=

‘personal data filing system’ (filing system’) means any struc-
Article 1 tured set of personal data which are accessible according
to specific criteria, whether centralized, decentralized or

Definitions dispersed on a functional or geographical basis;

z

‘controller’ means the person, who alone or jointly with
others determines the purposes and means of the proces-
sing of personal data; where the purposes and means of
processing are determined by national or European laws or
regulations, the controller or the specific criteria for his
nomination may be designated by national or European
law;

For the purpose of these rules and any other text implementing
them:

(a) ‘Eurojust Decision’ means the Council Decision of 28
February 2002 setting up Eurojust with a view to reinfor-
cing the fight against serious crime, as modified by the
Council Decision of 18 June 2003;

‘processor’ means a natural or legal person, public authority,
agency or any other body which processes personal data
on behalf of the controller;

(b) The College’ means the College of Eurojust, as referred to in
Article 10 of the Eurojust Decision;

(c) ‘National Member’ means the National Member seconded to . X X
Eurojust by each Member State, as referred to in Article (m) ‘third P EREES ly natural or legal person, P‘{bllc
2(1) of the Eurojust Decision; authority, agency or any body other than the data subject,

the controller, the processor and the persons who, under

(d) ‘Assistant’ means a person who may assist each National the direct authority of the controller or the processor, are
Member, as referred to in Article 2(2) of the Eurojust Deci- authorized to process data; and
sion;

(n) ‘recipient’ means a natural or legal person, public authority,

(e) ‘Eurojust’s staff means the Administrative Director, as agency or any other body to whom data are disclosed,
referred to in Article 29 of the Eurojust Decision, as well whether a third party or not.
as the staff referred to in Article 30 of the Eurojust Deci-
sion;

(f) ‘the Data Protection Officer’ means the person appointed in TITLE 1T

accordance with Article 17 of the Eurojust Decision;
SCOPE OF APPLICATION AND STRUCTURE

(g) ‘the Joint Supervisory Body' means the independent body
established in accordance with Article 23 of the Eurojust
Decision;
(h) ‘personal data’ means any information relating to an identi- Article 2
fied or identifiable natural person (data subject); an identifi-
able person is one who can be identified, dire_ctly or im_iir- Scope of application
ectly, in particular by reference to an identification
number or to one or more factors specific to his or her
physical, physiological, mental, economic, cultural or 1. The present rules of procedure shall apply to the proces-
social identity; sing of personal data by Eurojust, wholly or partly by auto-
matic means, and to the processing otherwise than by auto-
(i) ‘processing of personal data’ (‘processing) means any operation matic means of personal data which form part of a filing
or set of operations which is performed upon personal system or are intended to form part of a filing system in

data, whether or not by automatic means, such as collec- accordance with the Eurojust Decision.
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C68)2

Official Journal of the European Union

19.3.2005

2. The present rules shall apply to all information collected
and further processed by Eurojust, that is to say, information
drawn up or received by it and in its possession, concerning
matters relating to the policies, activities and decisions falling
within Eurojust’s sphere of responsibility.

3. The present rules shall not apply to information which
has been transmitted to a National Member of Eurojust exclu-
sively in the context of his or her judicial powers, as defined in
Article 9(3) of the Eurojust Decision.

Article 3
Structure

1. All personal data shall be considered case-related or non-
case-related. Personal data shall be considered as case-related if
it is linked to the operational tasks of Eurojust, as defined in
Articles 5, 6 and 7 of the Eurojust Decision.

2. Case-related data shall be processed in accordance with
Titles Il and IV. Non-case-related data shall be processed in
accordance with Titles Il and V.

TITLE 1T

PRINCIPLES OF GENERAL APPLICATION TO EUROJUST

Atticle 4
Right to privacy and data protection

Eurojust shall act in full respect of the human rights and funda-
mental freedoms of individuals and in particular of their right
to privacy with regard to the processing of their personal data,
regardless of nationality or place of residence.

Atticle 5

Principles of lawfulness and fairness, proportionality and
necessity of processing

1. Personal data must be processed fairly and lawfully.

2. Eurojust shall only process personal data that are neces-
sary, adequate, relevant and not excessive in relation to the
purposes for which they are collected or further processed.

3. Eurojust shall define its processing operations and
systems in accordance with the aim of collecting or further
processing only personal data that are necessary as defined in
paragraph 2. In particular, use is to be made of the possibilities
for aliasing and rendering data anonymous, in so far as this is

possible, taking into account the purpose of the processing and
that the effort involved is reasonable.

Article 6

Data quality

1. Eurojust shall ensure that personal data are accurate and,
where necessary, kept up to date; every reasonable step must
be taken to ensure that data which are inaccurate or incom-
plete, having regard to the purposes for which they were
collected or for which they are further processed, are erased or
rectified.

2. Personal data shall be kept in a form which permits iden-
tification of data subjects for no longer than is necessary for
the purposes for which the data were collected or for which
they are further processed, in accordance with Article 5(2).

Atticle 7

Data security

1. In accordance with Article 22 of the Eurojust Decision
and with the present rules, Eurojust shall put in place the
necessary technical measures and organisational arrangements
to protect personal data against accidental or unlawful destruc-
tion, accidental loss or unauthorised disclosure, alteration,
access or any unauthorised form of processing. In particular,
measures must be taken to ensure that only those authorised to
access personal data can have access to such data.

2. All measures taken shall be appropriate to the risks
presented by the processing and to the nature of the data
processed.

3. Eurojust shall develop a comprehensive security policy in
accordance with Article 22(2) of the Eurojust Decision and
with these rules. This policy shall take full account of the sensi-
tivity of the work carried out by the judicial cooperation unit
and shall include rules regarding classification of documents,
screening of personnel working for Eurojust and actions to be
taken in the case of security breaches. The Joint Supervisory
Body shall be consulted regarding the security policy of Euro-
just.

4. All Eurojust postholders shall be adequately informed
about the Eurojust security policy and shall be required to use
the technical and organisational measures put at their disposal
in line with the applicable data protection and security require-
ments.
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Article 8

Right of information to the data subjects

1. Without prejudice to the special provisions in Title IV in
respect of case-related data and in Title V in respect of non-
case-related data, data subjects must be provided with informa-
tion as to the purpose of the processing and the identity of the
data controller, the recipients or categories of recipients, the
existence of the right of access to and the right to rectify the
data concerning him or her and any further information such
as the legal basis of the processing operation for which the
data are intended, the time limits for storing the data and the
right to have recourse at any time to the Joint Supervisory
Body in so far as such further information is necessary, having
regard to the purposes and the specific circumstances in which
the data are processed, to guarantee fair processing in respect
of the data subject.

2. This information must be provided at the latest at the
moment of the collection of the data from the data subject or,
when receiving the data from a third party, at the time of
undertaking the recording of personal data or, if disclosure to a
third party is envisaged, no later than the time when the data
are first disclosed or, in the cases provided for in Chapter II of
Title IV of these rules, as soon as the purposes of the proces-
sing, national investigations and prosecutions and the rights
and freedoms of third parties are not likely to be jeopardised.

Article 9

Rights of the data subjects to access, correction, blocking
and deletion

1. The data subject shall have a right to access, correction,
blocking, and, as the case may be, deletion. Eurojust shall
define, where necessary in cooperation with the respective
national authorities involved, procedures to facilitate the exer-
cise of these rights by data subjects.

2. The Data Protection Officer shall ensure that data subjects
are informed of their rights at their request.

Article 10

Confidentiality of processing

In accordance with Article 25 of the Eurojust Decision, all
persons called upon to work within and with Eurojust are
bound by strict confidentiality obligations. All necessary
measures shall be taken by Eurojust to ensure that these obliga-
tions are complied with and that any breaches of such obliga-
tions are promptly reported to the Data Protection Officer and

the head of the Security Department, who shall ensure that
appropriate steps are taken.

Atticle 11
Internal processors

Unless required to do so by national or European law, a person
acting as processor within Eurojust, with access to personal
data, shall not process them except on instructions from the
controller.

Article 12

Engquiries, information requests and claims by Eurojust
postholders

1. For the purposes of Article 17(2) and (4) of the Eurojust
Decision, the Data Protection Officer shall, on request, provide
information to any Eurojust postholder regarding data proces-
sing activities of Eurojust. The Data Protection Officer shall
respond to enquiries and act on any information requests or
claims regarding an alleged breach of the provisions of the
Eurojust Decision, these rules or any other rules governing the
processing of personal data by Eurojust. No one shall suffer
prejudice on account of having raised an alleged breach of the
provisions governing the processing of personal data with the
Data Protection Officer.

2. All persons working at Eurojust shall cooperate with the
College, the National Members, the Data Protection Officer and
the Joint Supervisory Body in the framework of enquiries,
investigations, audits or any other data protection related activ-
ities.

TITLE IV

RULES FOR CASE-RELATED PROCESSING OPERATIONS

CHAPTER 1

Conditions to make the processing of personal data legitimate

Aticle 13

Personal data processed in the context of case-related
activities

1. In the context of case-related activities, Eurojust shall,
insofar as it is necessary to achieve its objectives, process
personal data by automated means or in structured manual
files in accordance with Articles 14, 15 and 16 of the Eurojust
Decision.
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2. The National Member[s processing personal data
concerning individual cases shall determine the purposes and
means of the processing of personal data and shall be therefore
considered as controller or, where applicable, co-controllers.

Atticle 14
Lawfulness and fairness of processing

Personal data may be collected and further processed in the
context of case-related activities insofar as the processing is
necessary for the performance of the tasks of Eurojust in rein-
forcing the fight against serious crime.

Article 15
Purpose limitation

Personal data processed by Eurojust in the framework of inves-
tigations and prosecutions shall under no circumstances be
processed for any other purpose.

Atticle 16
Data quality

1.  When information is transmitted to Eurojust by a
Member State or an external party in the context of an investi-
gation or prosecution, it shall not be responsible for the
correctness of the information received but shall ensure, from
the moment of reception, that all reasonable steps are taken to
keep the information updated.

2. If Eurojust detects any inaccuracy affecting the data in
question, it shall inform the third party from whom the infor-
mation was received and shall correct the information.

Atticle 17
Special categories of data

1.  Eurojust shall take appropriate technical measures to
ensure that the Data Protection Officer is automatically
informed of the exceptional cases in which recourse is made to
Article 15(4) of the Eurojust Decision. The case management
system shall ensure that such data can not be included in the
index referred to in Article 16(1) of the Eurojust Decision.

2. When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision the case
management system shall not record this information unless a
decision of the College is documented.

Atticle 18

Processing of the categories of personal data referred to in
Article 15(3) of the Eurojust Decision

1.  Eurojust shall take appropriate technical measures to
ensure that the Data Protection Officer is automatically
informed of the exceptional cases in which, for a limited period
of time, recourse is made to Article 15(3) of the Eurojust Deci-
sion.

2. When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision, the case
management system shall not record this information unless a
decision taken jointly by at least two National Members is
documented.

CHAPTER II

Rights of the data subjects

Atticle 19
Right of information of the data subjects

1. In the context of the operational work of Eurojust, data
subjects shall be provided with information as to the proces-
sing, as soon as it is apparent that the provision of this infor-
mation to the data subject would not undermine:

(@) the fulfilment of Eurojust’s tasks in reinforcing the fight
against serious crime; or

(b) national investigations and prosecutions in which Eurojust
assists; or

() a monitoring, inspection or regulatory task connected, even
occasionally, with the exercise of official authority in the
cases referred to in clauses (a) and (b); or

(d) the rights and freedoms of third parties.
2. Recourse to the cases enumerated in paragraph 1 shall be
recorded in the temporary work file related to the case,

mentioning the basis for the decision which has been taken by
the National Member(s) responsible for this file.

Article 20

Right of access of the data subjects

Every individual shall be entitled to have access to personal
data concerning him or her processed by Eurojust under the
circumstances laid down in Article 19 of the Eurojust Decision.
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Article 21

Procedure for the exercise of the rights of the data
subjects

1. Individuals wishing to exercise their rights as data
subjects may address their requests directly to Eurojust or
through the authority appointed for this purpose in the
Member State of his or her choice, which shall transmit the
request to Eurojust.

2. Requests for the exercise of rights shall be dealt with by
the National Member(s) concerned with the request, who shall
provide a copy of the request to the Data Protection Officer for
its registration.

3. The National Member(s) concerned with the request shall
carry out the necessary checks and inform the Data Protection
Officer of the decision reached in the specific case. This deci-
sion will take full account of these rules and of the legislation
applicable to the request as defined in Article 19(3) of the
Eurojust Decision, of the grounds for denial enumerated in
Atrticle 19(4) of the Eurojust Decision and of consultations with
the competent law enforcement authorities that shall take place
before reaching a decision, as stated in Article 19(9) of the
Eurojust Decision.

4. The Data Protection Officer shall, should the case so
require, carry out additional checks in the case management
system and inform the National Member(s) concerned if any
additional relevant information has been found through these
checks. The National Member(s) concerned may, on the basis
of the information provided by the Data Protection Officer,
decide to reconsider the initial decision.

5. The Data Protection Officer shall communicate the final
decision taken by the National Member(s) concerned to the
data subject, in line with Article 19(6) of the Eurojust Decision,
and shall inform the data subject of the possibility to appeal to
the Joint Supervisory Body if he or she is not satisfied with the
reply given by Eurojust.

6. The request shall be dealt with in full within three
months of receipt. The data subject may refer the matter to the
Joint Supervisory Body if there has not been a response to his
or her request within this time limit.

7. In the cases where the request has been received through
a national authority, the National Member(s) concerned shall
ensure that this authority is informed of the fact of a reply
given by the Data Protection Officer to the data subject.

8.  Eurojust shall put in place cooperation procedures with
the national authorities appointed for the purpose of dealing of
data subjects’ rights to ensure that requests are adequately and
timely forwarded to Eurojust.

Atticle 22

Information to third parties following correction, blocking
or deletion of case-related personal data

Eurojust shall put in place appropriate technical measures to
ensure that, in the cases where Eurojust corrects, blocks or
erases personal data following a request, a list of the suppliers
and addresses of these data is automatically produced. In
accordance with Article 20(5) of the Eurojust Decision, the
controller shall ensure that those included in the list are
informed of the changes performed on the personal data.

CHAPTER III

Data security issues

Atticle 23
Automated case management system

1. Eurojust shall put in place an automated case manage-
ment system integrating a filing system, that shall be used by
the National Members when dealing with case-related activities
and which shall include the temporary work files and index as
defined in Article 16 of the Eurojust Decision. This system shall
include functionalities such as case management, description of
the workflow, cross-references of information and security.

2. The case management system shall be approved by the
College after having consulted the Data Protection Officer, the
Joint Supervisory Body and the relevant Eurojust staff and shall
take full account of the requirements of Article 22 and any
other relevant provisions of the Eurojust Decision.

3. The case management system shall enable National
Members to identify the purpose and specific objectives for
which a temporary work file is opened, within the framework
of the tasks mentioned in Articles 5, 6 and 7 of the Eurojust
Decision.

Atticle 24
Temporary work files and index

1. In accordance with Articles 14(4) and 16 of the Eurojust
Decision, Eurojust shall establish an index of data relating to
investigations and temporary work files which also contain
personal data. Both the index and the temporary work files
shall form part of the case management system referred to in
Article 23 and shall respect the restrictions on the processing
of personal data established in Article 15 of the Eurojust Deci-
sion.

2. National Members shall be responsible for the opening of
new temporary work files linked to the cases they are dealing
with. The case management system shall automatically allocate
a reference number (identifier) to each new temporary work
file opened.
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3. Eurojust shall put in place an automated case manage-
ment system allowing National Members to keep the personal
data they process in a temporary work file restricted or to give
access to it or to part(s) of it to other National Member(s)
involved in the case to which the file relates. The case manage-
ment system shall allow them to define the specific items of
personal and non-personal data to which they wish to give
access to other National Member(s), Assistant(s) or authorised
staff members that are involved in the handling of the case as
well as to select the items of information they wish to intro-
duce in the index, in accordance with Articles 14 and 15 of the
Eurojust Decision and ensuring that, at least, the following
items are included in the index: reference to the temporary
work file; types of crime; Member States, international organi-
sations and bodies andfor authorities of third States involved;
involvement of the European Commission or EU bodies and
entities; objectives and status of the case (open/closed).

4. When a National Member gives access to a temporary
work file or a part of it to one or more involved National
Member(s), the case management system shall ensure that the
authorised users have access to the relevant parts of the file but
that they can not modify the data introduced by the original
author. The authorised users can, however, add any relevant
information to the new parts of the temporary work files. Like-
wise, information contained in the index can be read by all
authorised users of the system but can only be modified by its
original author.

5. The Data Protection Officer shall be automatically
informed by such a system of the creation of each new work
file that contains personal data and, in particular, of the excep-
tional cases in which recourse is made to Article 15(3) of the
Eurojust Decision. The case management system shall mark
such data in a way that will remind the person who has intro-
duced the data in the system of the obligation to keep these
data for a limited period of time. When such data refer to
witnesses or victims within the meaning of Article 15(2) of the
Eurojust Decision, the system shall not record this information
unless a decision taken jointly by at least two National
Members has been documented.

6.  The case management system shall automatically inform
the Data Protection Officer of the exceptional cases in which
recourse is made to Article 15(4) of the Eurojust Decision.
When such data refer to witnesses or victims within the
meaning of Article 15(2) of the Eurojust Decision, the system
shall not record this information unless a decision taken by the
College has been documented.

7. The case management system shall ensure that only
personal data referred in Article 15(1)(a) to (i) and (k) and
Article 15(2) of the Eurojust Decision can be recorded in the
index.

8. The information contained in the index must be sufficient
to comply with the tasks of Eurojust and, in particular, with
the objectives of Article 16(1) of the Eurojust Decision.

Aticle 25

Log files and audit trails

1. Eurojust shall put in place appropriate technical measures
to ensure that a record is kept of all processing operations
carried out upon personal data. The case management system
shall in particular ensure that a record of transmission and
receipt of data as defined in Article 17(2)(b) of the Eurojust
Decision is kept for the purposes of Article 19(3) of the Euro-
just Decision. Such record shall ensure, as required by Article
22 of the Eurojust Decision, that it is possible to verify and
establish to which bodies personal data are transmitted and
which personal data have been input into automated data
processing systems and when and by whom the data were
input.

2. The Data Protection Officer shall review these records
regularly in order to be able to assist the National Members
and the College regarding any data protection issue and shall
make the necessary enquiries in cases of irregularities. Where
necessary, the Data Protection Officer shall inform the College
and the Joint Supervisory Body following the procedure estab-
lished in Article 17(4) of the Eurojust Decision of any data
protection breaches evidenced by the abovementioned records.
The Data Protection Officer will ensure that, where appropriate,
the Administrative Director is informed, to enable him or her
to take the necessary measures within the administration.

3. The Data Protection Officer shall give full access to the
Joint Supervisory Body to the records referred in paragraph 1
when so requested.

Atticle 26

Authorised access to personal data

1. Eurojust shall take appropriate technical measures and
provide for organisational arrangements to ensure that only
National Members, their Assistants and authorised Eurojust
staff have, for the purpose of achieving Eurojust's objectives,
access to personal data processed by Eurojust in the framework
of its operational activities.

2. These measures shall take account of the purposes for
which the data have been collected and further processed, the
state of the art, the level of security required by the sensitive
nature of the work carried out by Eurojust and the require-
ments imposed by Article 22 of the Eurojust Decision.

3. Each National Member of Eurojust shall document and
inform the Data Protection Officer regarding the access policy
he or she has authorised within his or her national desk
regarding case-related files. In particular, National Members
shall ensure that appropriate organisational arrangements are
made and complied with and that proper use is made of the
technical and organisational measures put at their disposal by
Eurojust.
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4. The College may authorise other Eurojust staff to have
access to case-related files where necessary for the performance
of the tasks of Eurojust.

Atticle 27
Audits and control

1.  The Data Protection Officer shall monitor the lawfulness
and compliance with the provisions of the Eurojust Decision,
the present Rules of Procedure and any other rules regarding
the processing of personal data applicable to Eurojust. To that
end, the Data Protection Officer shall assist the National
Members regarding data protection questions and shall run
annual surveys on the compliance with the abovementioned
rules within Eurojust. The Data Protection Officer shall report
to the College and the Joint Supervisory Body on the results of
these surveys as well as on any other relevant developments
within Eurojust. The Data Protection Officer will ensure that,
where appropriate, the Administrative Director is informed, to
enable him/her to take the necessary measures within the
administration.

2. The Joint Supervisory Body shall carry out controls and
audits in accordance with Article 23(7) of the Eurojust Deci-
sion.

CHAPTER IV

Data flows to third parties or organisations

Article 28
Data flows to third parties or organisations

1.  Eurojust shall endeavour to put in place cooperation
agreements containing suitable provisions regarding exchange
of personal data with all partners with whom exchanges of
data take place on a regular basis.

2. Without prejudice to the cases in which such cooperation
agreements are in place, Eurojust shall only transfer personal
data to a third country or to any of the entities referred to in
Article 27(1) of the Eurojust Decision if they are subject to the
Convention for the Protection of the Individuals with regard to
Automatic Processing of Personal Data signed in Strasbourg on
28 January 1981 or when an adequate level of protection is
ensured.

3. The decision concerning transfers to non-parties of the
Council of Europe Convention of 28 January 1981 shall be
taken by the National Member(s) involved, on the basis of the
assessment concerning the adequacy of the level of protection
made by the Data Protection Officer. The adequacy of the level
of protection shall be assessed in the light of all the circum-
stances for each transfer or category of transfers. In particular,
the assessment will result from an examination of the following
elements: the type of data, the purposes and duration of proces-

sing for which the data are transferred, the country of origin
and the country of final destination, the general and sectoral
rules of law applicable in the state or organisation in question,
the professional and security rules which are applicable there,
as well as the existence of sufficient safeguards put in place by
the recipient of the transfer. Such safeguards may in particular
be the result of written agreements binding the controller who
makes the transfer and the recipient who is not subject to the
jurisdiction of a party to the Convention. The content of the
agreements concerned must include the relevant elements of
data protection. In cases where the assessment of the level of
protection raises difficulties, the Data Protection Officer shall
consult the Joint Supervisory Body before making an assess-
ment on a specific transfer.

4. However, even when the conditions referred in the
previous paragraphs are not fulfilled, a National Member may,
under the exceptional circumstances enumerated in Article
27(6) of the Eurojust Decision, transfer data to a third country
with the sole aim of taking urgent measures to counter immi-
nent serious danger threatening a person or public security.
The National Member shall document such an exceptional
transfer in the temporary work file related to the case, stating
the grounds for such a communication, and shall inform the
Data Protection Officer of such a communication. The Data
Protection Officer shall verify if such transfers only take place
in exceptional and urgent cases.

CHAPTER V

Time limits for the storage of personal data

Atticle 29
Time limits for the storage of personal data

1. Eurojust shall put in place appropriate technical measures
to ensure that the time limits for the storage of personal data
defined in Article 21 of the Eurojust Decision are observed.

2. The case management system shall in particular ensure
that a review of the need to store data in a temporary work file
is carried out every three years after they were entered. Such a
review must be properly documented in the system, including
the motivation for any decision taken, and the result of it shall
be automatically communicated to the Data Protection Officer.

3. The case management system shall particularly mark the
data recorded for a limited period of time in accordance with
Article 15(3) of the Eurojust Decision. For these categories of
data a review of the need to retain the data shall take place
every three months and shall be documented in the same way
as outlined in paragraphs 1 and 2.

4. The controller shall, where necessary, consult the College
and the Data Protection Officer regarding any decision to retain
the data for a longer period following a review.
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TITLE V

RULES FOR NON-CASE-RELATED PROCESSING OPERATIONS

CHAPTER I

General principles

Article 30
Lawfulness and fairness of processing

Personal data must be processed fairly and lawfully. In particu-
lar, personal data may be processed only if:

(a) processing is necessary for compliance with a legal obliga-
tion to which the controller is subject, or

(b) processing is necessary for the performance of a contract to
which the data subject is party or in order to take steps at
the request of the data subject prior to entering into a
contract, or

(c) the data subject has unambiguously given his or her
consent, or

(d) processing is necessary in order to protect the vital interests
of the data subject, or

(e) processing is necessary for the purposes of the legitimate
interests pursued by the controller, except where such
interests are overridden by the interests for fundamental
rights and freedoms of the data subject which require
protection under Article 4 of the present rules.

Article 31
Purpose limitation

1. Personal data must be processed for a specific and well-
defined lawful and legitimate purpose and subsequently further
processed only insofar as this is not incompatible with the
original purpose of the processing.

2. Personal data collected exclusively for ensuring the
security or the control and management of the processing
systems or operations shall not be used for any other purpose,
with the exception of the prevention, investigation, detection
and prosecution of serious criminal offences.

Atticle 32

Processing of special categories of data

1. The processing of personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs,

trade-union membership, health or sex life or criminal convic-
tions for non-case-related purposes is prohibited.

2. This prohibition shall not apply if:

) the data subject has given his or her express consent to the
] gl P
processing of those data or

(b) the processing is necessary for the purposes of complying
with the specific rights and legal obligations of the
controller, such as obligations in the field of tax or employ-
ment law applicable to the controller or, if necessary,
insofar as it is agreed upon by the Data Protection Officer,
subject to adequate safeguards, or

(¢) the processing is necessary to protect the vital interests of
the data subject or of another person where the data
subject is physically or legally incapable of giving his or her
consent, or

(d) the processing relates to data which are manifestly made
public by the data subject or is necessary for the establish-
ment, exercise or defence of legal claims.

3. Data referred to in paragraph 1 shall only be processed
for the purpose for which they were originally collected.

Article 33

Exceptions to the right of information of the data subject

1. In the context of the non-operational work of Eurojust,
exceptions to the general principle of information to the data
subject are possible when the provision of this information to
the data subject would undermine:

(a) an important economic or financial interest of a Member
State or of the European Union or

(b) the protection of the data subject or of the rights and free-
doms of others or

(c) the national security, public security or defence of the
Member States.

2. The Data Protection Officer shall be informed when
recourse to these exceptions is made.

Article 34

Notification to the Data Protection Officer

1. Every controller shall give prior notice to the Data Protec-
tion Officer of any processing operation or sets of such opera-
tions intended to serve a single purpose or several related
purposes.
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2. The information to be given shall include:

(a) the name of the controller and an indication of the organi-
sational parts of an institution or body entrusted with the
processing of personal data for a particular purpose;

(b) the purpose or purposes of the processing;

(¢) a description of the category or categories of data subjects
and of the data or categories of data relating to them;

(d) the legal basis of the processing operation for which the
data are intended;

(e) the recipients or categories of recipient to whom the data
might be disclosed; and

(f) a general description allowing a preliminary assessment to
be made of the appropriateness of the security measures.

3. Any relevant change affecting information referred to in
the previous paragraph shall be notified promptly to the Data
Protection Officer.

Atticle 35
Register

1. A register of processing operations notified in accordance
with the previous provision shall be kept by the Data Protec-
tion Officer.

2. The register shall contain at a minimum the information
referred to in Article 34(2)(a) to (f).

3. The Data Protection Officer shall make available to the
Joint Supervisory Body any information contained in the
register when so requested.

Article 36
Processing of personal data on behalf of controllers

1. Where a processing operation is carried out on its behalf
by an external processor, the controller shall choose a
processor providing sufficient guarantees in respect of the tech-
nical and organisational security measures required by Article
22 of the Eurojust Decision and any further relevant documents
and ensure compliance with those measures.

2. The carrying out of a processing operation by way of an
external processor shall be governed by a contract or legal act
binding the processor to the controller and stipulating in par-
ticular that:

(a) the processor shall act only on instructions from the
controller; and

(b) the obligations regarding confidentiality and security estab-
lished by the Eurojust Decision and the present rules of

procedure shall also be incumbent on the processor unless,
by virtue of Article 16 or Article 17(3), second indent, of
Directive 95/46/EC of 24 October 1995 on the protection
of individuals with regard to the processing of personal
data and the free movement of such data ('), the processor
is already subject to obligations with regard to confidenti-
ality and security laid down in the national law of one of
the Member States.

3. For the purposes of keeping proof, the parts of the
contract or the legal act relating to data protection and the
requirements relating to confidentiality and security measures
shall be in writing or in another equivalent form.

Article 37

Automated individual decisions

The data subject shall have the right not to be subject to a deci-
sion which produces legal effects concerning him or her or
significantly affects him or her and which is based solely on
automated processing of data intended to evaluate certain
personal aspects relating to him or her, such as his or her
performance at work, reliability or conduct, unless the decision
is expressly authorised pursuant to national or European legis-
lation or, if necessary, by the Data Protection Officer. In either
case, measures to safeguard the data subject’s legitimate inter-
ests, such as arrangements allowing him or her to put his or
her point of view or to allow him or her to understand the
logic of the processing, shall be taken.

CHAPTER I

Internal rules concerning the protection of personal data and
privacy in the context of internal telecommunication networks

Article 38
Scope

1. Without prejudice to the previous Articles, the rules
contained in the present chapter shall apply to the processing
of personal data in connection with the use and management
of telecommunications networks or terminal equipment oper-
ated under the control of Eurojust.

2. For the purposes of rules contained in the present
chapter, ‘user’ means any natural person using a telecommuni-
cations network or terminal equipment operated under the
control of Eurojust.

() OJ L 281, 23.11.1995, p. 31.



88 - Annex2: Rules of procedure on processing and protection of personal data at Eurojust

C 6810

Official Journal of the European Union

19.3.2005

Article 39
Security

1. Eurojust shall take appropriate technical and organisa-
tional measures to safeguard the secure use of the telecommu-
nications networks and terminal equipment (computers,
servers, hardware and software), if necessary in conjunction
with the providers of publicly available telecommunications
services or the providers of public telecommunications
networks. Having regard to the state of the art and the cost of
their implementation, these measures shall ensure a level of
security appropriate to the risk presented.

2. In the event of any particular risk of a breach of the
security of the network and terminal equipment, Eurojust shall
inform users of the existence of that risk and of any possible
remedies and alternative means of communication.

Aticle 40
Confid

iality of ¢ ication.

Eurojust shall ensure the confidentiality of communications by
means of teleccommunications networks and terminal equip-
ment, in accordance with Community law.

Atticle 41
Traffic and billing data

1. Traffic data relating to users which are processed to estab-
lish calls and other connections over the telecommunications
network shall be erased or made anonymous upon termination
of the call or other connection.

2. Exceptions to this general principle (such as the need to
keep some traffic data if linked to the log process necessary for
certain files or for the purpose of billing private calls) are
allowed only if foreseen in internal rules adopted by Eurojust
after consultation with the Data Protection Officer. Should the
Data Protection Officer not be satisfied with the lawfulness or
appropriateness of such exceptions, the Joint Supervisory Body
shall be consulted.

3. Processing of traffic and billing data shall only be carried
out by persons handling billing, traffic or budget management.
Article 42
Directories of users

1. Personal data contained in printed or electronic direc-
tories of users and access to such directories shall be limited to

what is strictly necessary for the specific purposes of the direc-
tory.

2. Such directories shall be only available to Eurojust users,
for purely internal use or in other inter-institutional directories
that are considered appropriate.

CHAPTER III

Specific rules

Aticle 43
Additional rules

Where necessary, Eurojust shall develop further rules regarding
the processing of personal data in non-case-related operations.
Such rules shall be notified to the Joint Supervisory Body and
published in separate internal manuals.

TITLE VI
OTHER PROVISIONS

Aticle 44
Review of the present Rules of Procedure

1.  These rules shall be reviewed regularly to assess if any
amendments are necessary. Any amendment to the present
rules shall follow the same procedures established for its
approval in the Eurojust Decision.

2. The Data Protection Officer shall inform both the Presi-
dent of the College and the Joint Supervisory Body if he or she
is of the opinion that amendments of the present Rules of
Procedure are necessary.

3. The Joint Supervisory Body shall bring to the attention of
the College any suggestions or recommendations regarding
amendments of the present Rules of Procedure.
Atticle 45
Entry into force and publication

1. The present Rules of Procedure shall enter into force the
day following their definitive approval by the Council.

2. They shall be published in the Official Journal of the Euro-
pean Union.
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Additional rules of procedure on the processing and
protection of hon-case-related personal data

a Additional rules defining some specific aspects of the application of
the rules on the processing and protection of personal data at
Eurojust to non-case-related operations

(Adopted by the College of Eurojust on 27 June 2006)

The College of Eurojust,

Having regard to the Council Decision of 28 February 2002 setting up Eurojust with
a view to reinforcing the fight against serious crime (hereafter referred to as the
Eurojust Decision),

Having regard to the rules on the processing and protection of personal data
(hereafter referred as the DP rules), adopted by the College of Eurojust on 21
October 2004, and in particular Article 43 thereof,

Whereas:

(1) The application of the DP rules raises some specific procedural and
organisational questions regarding the processing of non-case-related data.

(2) In contrast with Article 21 of the DP rules for case-related data, these rules do
not contain defined procedures for the exercise of the rights of the data subjects
mentioned in article 9 of these rules for non-case-related operations.

(3) Article 43 of the DP rules allows Eurojust to develop further rules regarding the
processing of personal data in non-case-related operations where necessary.

4) The rules of procedure on the processing and protection of non-case-related
personal data must be consistent with the principles and rules applicable to all
European institutions and bodies insofar as such processing is carried out in the
exercise of activities all or part of which fall within the scope of Community Law.

HAS DECIDED AS FOLLOWS:

SECTION 1
General provisions

Article 1
Subject matter and scope

1.  Without prejudice to any further rules that Eurojust might consider necessary
to develop in the future, these additional rules aim at defining some specific aspects
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of the application of the Eurojust DP rules for non-case-related operations, in line
with Article 43 of those rules.

2. “Non-case-related data” as referred in Article 3 of the DP rules is defined, in
the light of the declaration of the College of 27 January 2005," as covering the
personal data of Eurojust postholders as well as purely administrative information
held by Eurojust.

Article 2
Definitions

For the purpose of these additional rules and without prejudice to the definitions
provided by in the DP rules:

1. ‘controller’ means the National Members, the Administrative Director, the
Head of Unit or Service any other organisational entity at Eurojust which
alone or jointly with others determines the purposes and means of the
processing of personal data, as identified in the notification to be sent to the
Data Protection Officer (hereafter referred to as the DPO) in accordance with
Article 34 of the DP rules;

2. ‘Eurojust postholders’ means National members and assistants, including
deputies, Eurojust staff, interims, stagiares and any other person working for
Eurojust.

SECTION 2
The Data Protection Officer

Article 3

Specific tasks, duties and powers of the Data Protection Officer in the field of
non-case-related operations

Without prejudice to the provisions contained in the Eurojust Decision and the DP
rules and to the external control powers of the Joint Supervisory Body of Eurojust,
the Data Protection Officer shall have the following specific tasks, duties and
powers regarding non-case-related processing operations:

1. The Data Protection Officer may make recommendations for the practical
improvement of data protection to the Administrative Director of Eurojust and
advise him/her and the controller concerned on matters concerning the application
of data protection provisions to non-case-related operations. He/she may propose to
the College and Administrative Director administrative measures and issue general
recommendations on the appropriate application of the DP relevant rules.

! Decision of the College of Eurojust to adopt a declaration regarding the rules of procedure on the
processing and protection of personal data at Eurojust, adopted on 27 January 2005.



91 - Annex 3 :Additional rules on processing & protection of non-case-related personal data

2. Furthermore he or she may, on his or her own initiative or at the request of the
College of Eurojust, the Administrative Director, the controller, the Staff
Committee concerned or any individual Eurojust postholder, investigate matters and
occurrences directly relating to his or her tasks and which come to his or her notice,
and report back to the person who commissioned the investigation and/or to the
controller.

2. The Data Protection Officer may be consulted by the College of Eurojust, the
Administrative Director, the controller concerned, by the Staff Committee or by any
individual postholder of Eurojust, without going through the official channels, on
any matter concerning the interpretation or application of the DP relevant
provisions.

3. No one shall suffer prejudice on account of a matter brought to the attention of
the Data Protection Officer or JSB alleging that a breach of the relevant DP
provisions has taken place.

4. In performing his or her tasks and duties the DPO:

a) shall have access at all times to the data forming the subject-matter of
processing operations and to all offices, data-processing installations and
data carriers;

b) may request legal opinions from the Legal Service of Eurojust and technical
advise where required to other relevant Eurojust units or services.
5. In addition to other tasks to be fulfilled, the DPO shall:

a) respond to requests from the JSB and, within the sphere of his/her
competence, cooperate with the JSB at the latter's request or on his/her own
initiative;

b) grant access to the register referred to in article 35 of the DP rules to any
person in accordance with the procedure defined in article 6 of these rules;

c) ensure that the rights and freedoms of the data subjects are unlikely to be
adversely affected by the processing operations;

d) where relevant, cooperate in the discharge of his/her functions with the Data
Protection Officers of other European institutions and bodies, in particular
by exchanging experience and best practices;

e) on request of the president of the College or the administrative director
represent Eurojust in all data protection related issues.
6. The DPO shall inform the JSB of the following processing operations likely to
present specific risks:
a) processing of data relating to health and to offences, criminal convictions
or security measures;
b) processing operations intended to evaluate personal aspects relating to the
data subject, including his or her ability, efficiency and conduct;

c) processing operations allowing linkages not provided for pursuant to
national or Community legislation between data processed for different
purposes;
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d) processing operations for the purpose of excluding individuals from a
right, benefit or contract.

7. The Data Protection Officer and his or her staff shall be required not to divulge
information or documents which they obtain in the course of their duties.

SECTION 3

Rights and obligations of actors in the field of data protection

Article 4
Controllers

1. The controllers are responsible for ensuring that all processing operations under
their control comply with the DP rules applicable to Eurojust.

2. In particular, the controllers shall:

(a) in accordance to article 34 of the DP rules, give prior notice to the DPO of any
processing operation or set of such operations intended to serve a single purpose or
several related purposes, as well as of any substantial change of an existing
processing operation.

(b) assist the DPO and the JSB in performing their respective duties, in particular by
giving information in reply to their requests within 30 days, at the latest;

(c) implement appropriate technical and organisational measures and give adequate
instructions to their staff to ensure both the confidentiality of the processing and a
level of security appropriate to the risks represented by the processing;

(d) where appropriate, consult the DPO on the conformity of processing operations
with the applicable DP provisions, and in particular when they have reason to
believe that certain processing operations are incompatible with the DP rules. They
may also consult the DPO and/or the Security Unit and Security of Information
(Infosec) Officer on issues relating to the confidentiality of the processing
operations and on the security measures taken pursuant to Article 22 of the Eurojust
Decision and article 7 of the DP rules.

Article 5
Eurojust postholders

All Eurojust postholders shall contribute to the application of the DP relevant
provisions as well as the security and confidentiality rules for the processing of
personal data as provided for in Article 22 of the Eurojust Decision and Articles 7
and 10 of the DP rules.

SECTION 4

Register of notified processing operations
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Article 6

Access to the Register of notified operations

1. Appropriate measures shall be taken by the DPO to ensure that any person has
access to the Register of notified operations referred to in Article 35 of the DP rules
and, if requested, to a copy of the information which is available in it. In particular,
the DPO shall provide information and assistance to interested persons on how and
where applications for access to the Register can be made.

2. Except where on-line access is granted, applications for access to the Register are
made in any written form, including electronically.

3. If an application is not sufficiently precise, the DPO shall ask the applicant to
clarify the application and shall assist the applicant in doing so.

SECTION 5

Procedure for data subjects to exercise their rights

Article 7

Internal procedure to be followed concerning the exercise of the rights of the
data subjects enumerated in Article 9 of the DP rules regarding non-case-
related operations

1. Individuals wishing to exercise their rights to access, correction, blocking and
deletion regarding non-case-related operations may address their requests directly to
the controller or to the Data Protection Officer, who shall transmit the request to the
controller. If necessary the Data Protection Officer shall assist the data subject in
identifying the data controller concerned and shall make available specific forms
that can be used by the individuals to make their requests.

2. Requests for the exercise of rights shall be dealt with by the controller of the data
concerned with the request, who shall provide a copy of the request to the Data
Protection Officer for its registration and to the Administrative Director, who bears
the final responsibility regarding the outcome given to the request as Head of the
Administration.

3. The controller concerned with the request shall carry out the necessary checks
and inform the Data Protection Officer and report to the Administrative Director on
the outcome of these checks.

4. The Administrative Director shall seek the advice of the Data Protection Officer
regarding the specific case. The Administrative Director shall, on the basis of the
information provided by the controller and the Data Protection Officer, take a
decision regarding the specific case.

5. The Data Protection Officer shall communicate the final decision taken by the
Administrative Director to the data subject and shall inform the data subject of the
possibility to appeal to the Joint Supervisory Body if he or she is not satisfied with
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the reply given by Eurojust. This communication to the data subject does not affect
his/her obligations under article 17.4 of the Eurojust Decision.

6. The request shall be dealt with in full within three months of receipt. The data
subject may refer the matter to the Joint Supervisory Body if there has not been a
response to his or her request within this time limit.

Article 8

Specific provisions

1. Where the data subject requests to exercise his/her right of access he/she shall
have the right to obtain the following information, either by consulting these data
on the spot, or by receiving a copy:

a) confirmation as to whether or not data related to him or her are being processed;

b) information at least as to the purposes of the processing operation, the category
of data concerned, and the recipients or categories of recipients to whom the data
are disclosed;

¢) communication of the data undergoing processing and any available information
as to their source;

d) knowledge of the logic involved in any automated decision process concerning
him or her.

2. Each data subject’s request for the rectification of inaccurate or incomplete
personal data shall specify the data concerned as well as the rectification to be
made. It shall be dealt with by Eurojust without delay.

3. Eurojust shall treat any request for the blocking of data without delay. The
request shall specify the data concerned as well as the reasons for blocking them.
Eurojust shall inform the data subject who made the request before the data are
unblocked.

4. The data subject shall have the right to obtain the blocking of data where:

a) their accuracy is contested by the data subject, for a period enabling Eurojust to
verify the accuracy, including the completeness, of the data; or

b) Eurojust no longer needs them for the accomplishment of its tasks but they have
to be maintained for purposes of proof; or

c) the processing is unlawful and the data subject opposes their deletion and
demands their blocking instead.

5. The data subject may request to delete data without delay in case of unlawful
processing, particularly where the provisions of Articles 5, 6, 30, 31 and 32 of the
DP rules have been infringed. The request shall specify the data concerned and shall
provide the reasons or evidence of the unlawfulness of the processing. In automated
filing systems, erasure shall in principle be ensured by all appropriate technical
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measures, excluding the possibility of further processing of the erased data. If
erasure is not possible for technical reasons, the Administrative Director, after
consultation of the DPO and of the interested person, shall instruct the controller to
proceed to the immediate blocking of such data.

6. The Administrative Director of Eurojust shall ensure that, in the cases where
Eurojust corrects, blocks or erases personal data following a request, any suppliers
and addresses of these data are informed of the changes performed on the personal
data.

SECTION 6
INVESTIGATION PROCEDURE

Article 9

Practical modalities for investigative procedures of the Data Protection Officer
concerning the functions described in Article 12 of the DP rules and in Article
3 of these additional rules regarding non-case-related data

1. Without prejudice to the external control powers of the JSB, claims on an alleged
breach of the DP rules or requests for an investigation shall be addressed by the
College of Eurojust, the Administrative Director, the controller, the Staff
Committee or any individual Eurojust postholder, to the DPO in writing by using a
specific form made available by him/her. In the case of obvious misuse of the right
to request an investigation, for example where the same individual has made an
identical request only recently, the DPO is not obliged to report back to the
requester.

2. Within 15 days upon receipt, the DPO shall send acknowledgement of receipt to
the person who commissioned the investigation or filed the claim on an alleged
breach of DP and verify whether the request is to be treated as confidential. The
DPO shall inform the Administrative Director of the fact that a request for
investigation is lodged.

3. The DPO shall request from the controller who is responsible for the data
processing operation in question a written statement on the issue. The controller
shall provide his/her response to the DPO within 15 days. The DPO may wish to
receive complementary information from other parties, such as the Security Office
and Security of Information (Infosec) Officer of Eurojust. If appropriate, he/she
may request an opinion on the issue from the Legal Service. The DPO shall be
provided with the information or opinion within 30 days.

4. The DPO shall report back to the person who made the request or filed the claim
on an alleged breach no later than three months following its receipt.

5. If the Data Protection Officer finds that in his/her views, the non-case-related
processing operations investigated have not complied with the applicable DP rules,
he/she shall ensure that the Administrative Director is informed to enable him/her to
take the necessary measures within the administration, in addition to the procedure
defined in article 17.4 of the Eurojust Decision.
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Article 10
Effect

These rules shall be notified to the Joint Supervisory Body and shall be internally
published at Eurojust. They take effect on the day following that of its publication.

Done at The Hague on date.

For the College of Eurojust
The President

Michael G Kennedy
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Annex 4
Act of the Joint Supervisory Body of Eurojust

7.7.2010

Official Journal of the European Union

C 182)3

v

(Notices)

NOTICES FROM EUROPEAN UNION INSTITUTIONS, BODIES, OFFICES AND
AGENCIES

COUNCIL

ACT OF THE JOINT SUPERVISORY BODY OF EUROJUST
of 23 June 2009

laying down its rules of procedure

(adopted unanimously at the plenary meeting of the Joint Supervisory Body of Eurojust on 23 June 2009)
(2010/C 182/03)

THE JOINT SUPERVISORY BODY

Having regard to the Council Decision of 28 February 2002
setting up Eurojust with a view to reinforcing the fight against
serious crime (hereinafter referred to as ‘the Eurojust
Decision’) ('), last amended on 16 December 2008 (3), and in
particular Article 23 thereof,

Whereas the persons appointed by the Member States in
accordance with Article 23(1) of the Eurojust Decision shall
adopt the rules of procedure of the Joint Supervisory Body
which,

HAS ADOPTED THESE RULES OF PROCEDURE:

TITLE T

TASKS AND POWERS OF THE JOINT SUPERVISORY BODY
Article 1
Tasks

The Joint Supervisory Body shall have the tasks as set out in
Articles 17(4)(b), 19(8) 23(1) and (7) of the Eurojust Decision.

Article 2
Powers

1. The Joint Supervisory Body shall, for the discharge of its
tasks, have the powers provided for in the Eurojust Decision.

[0

) 63, 6.3.2002, p. 1.
(6}

oL
O] L 138, 4.6.2009, p. 14.

2. In particular, the Joint Supervisory Body shall be au-
thorised to obtain information from Eurojust, to be given full
access to all Eurojust documents whether on paper or stored
electronically, and to be granted free access to all Eurojust
premises at any time. This includes information on and access
to hardware and software, whenever this is necessary for the
performance of the tasks of the Joint Supervisory Body. Details
may be stipulated in arrangements between the Joint Super-
visory Body and the College of Eurojust.

TITLE I
RULES OF PROCEDURE FOR THE JOINT SUPERVISORY BODY
Atticle 3
Composition

1. The Joint Supervisory Body shall be composed in
accordance with Article 23(1) to (5) of the Eurojust Decision.

2. A judge appointed by a Member State shall become a
permanent member after being elected by the plenary meeting
of the persons appointed by the Member States in accordance
with paragraph 1, and shall remain a permanent member for
three years. Elections shall be held yearly for one permanent
member of the Joint Supervisory Body by means of secret
ballot. The Joint Supervisory Body shall be chaired by the
member who is in his/her third year of mandate after elections.
Permanent members may be re-elected.

3. Appointees wishing to be elected shall present their
candidacy in writing to the Joint Supervisory Body Secretariat
ten days before the meeting in which the election is to take
place. In the absence of candidates standing for elections, the
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longest serving appointee/s shall be deemed elected for as long
as no other candidate/s shows interest in fulfilling his/her
position, provided such interest is expressed before the
following plenary meeting. In such a case, a written
procedure in accordance with Article 6(7) of these rules will
take place and the newly elected member shall take over the
remaining time of the mandate of the longest serving appointee.
If no interest is showed by any appointee before the following
plenary meeting, the longest serving appointee shall remain
member of the Joint Supervisory Body until the end of the
mandate. Appointees who have not presented their candidacy
shall not be deemed elected through this procedure more than
once. In the case in which the longest serving appointee has
already served once as member of the Joint Supervisory Body
and there are no candidates, the following longest serving
candidate shall be deemed elected.

4. The members of the Joint Supervisory Body shall be inde-
pendent, not bound by instructions in the exercise of their
duties and subject only to the law. In particular, they must
not at the same time be members of another body set up
under the Eurojust Decision or staff members of Eurojust.

5. A member of the Joint Supervisory Body who, in excep-
tional circumstances, is unable to attend a meeting may
designate an alternate who fulfils the requirements of
Article 23(1) of the Eurojust Decision. The rights and obli-
gations conferred upon members by virtue of these rules of
procedure shall be fully applicable to alternates.

6. Where a conflict of interest arises, the person concerned
shall declare that interest and withdraw from taking part in the
discussion and the decision on the matter. He or she may,
where necessary, be excluded by unanimous vote cast in a
secret ballot by the members attending the meeting. The
person concerned shall be heard before any exclusion, but
shall not take part in the decision. If a person withdraws or
is excluded, he or she shall be replaced by his or her alternate.

Article 4
Transitional regime

1. In order to start working in accordance with the
procedure established in Article 23(3) of the amended
Eurojust Decision, the first plenary meeting of persons
appointed by the Member States in accordance with
Article 23(1) taking place following the entry into force of
this Decision shall hold an election for three members. These
three members will replace the three members of the troika
acting at that date.

2. Appointees wishing to be elected shall present their
candidacy in writing to the Secretariat of the Joint Supervisory
Body 10 days before the meeting in which the election is to
take place. The three candidates with the highest numbers of
votes during the election shall become permanent members.

3. The person having the highest number of votes shall
remain a member for three years and hold the chair during
the third year of mandate; the person having the second
highest number of votes shall remain member for two years
and shall hold the chair during the second year of mandate and
the third one shall remain a member for one year and hold the
chair during this year.

4. After this first round of elections, elections shall be held
yearly in accordance with Article 3(2) and (3) of these rules in
order to replace one member yearly.

Article 5
Chair

1. The Joint Supervisory Body shall be chaired in accordance
with Article 23(3) of the Eurojust Decision.

2. The chair shall represent the Joint Supervisory Body and
chair its meetings. He or she shall monitor the smooth func-
tioning of its work. He or she shall convene the meetings of the
Joint Supervisory Body and determine the venue, date and time
of such meetings. He or she shall open and close the meetings.
He or she shall prepare the provisional agenda and ensure the
execution of the decisions of the Joint Supervisory Body.

3. In the absence of the chair, the member of the Joint
Supervisory Body who has been serving the longest as a
member shall act as chair.

4. In order to prepare the work of the Joint Supervisory
Body with regard to a particular issue, it may appoint from
among its members, on a proposal from the chair, a rapporteur.
If the matter is urgent, such an appointment may be made by
the chair by virtue of his or her office. In this case he or she
shall inform the members of the Joint Supervisory Body without
delay.

5. The College of Eurojust, members of the staff of Eurojust
or other persons may be invited to attend meetings of the JSB.

Article 6
Working methods

1. The Joint Supervisory Body shall meet as provided in
Article 23(1) of the Eurojust Decision. The President of
Eurojust, the College, the Administrative Director or the Data
Protection Officer shall be entitled to propose items for
inclusion on the agenda.

2. With the exception of cases which the chair deems to be
urgent, the notice convening the meeting shall be transmitted in
time to arrive at least two weeks before the meeting. The notice
shall include the provisional agenda and the documents needed
for the meeting, unless the nature of these documents does not
allow so. The final agenda shall be adopted at the beginning of
each meeting.
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3. A meeting of the Joint Supervisory Body shall only be
effective if at least two of the permanent members attend.
Decisions shall be taken in accordance with Article 23(6) of
the Eurojust Decision.

4. In accordance with Article 23(11) of the Eurojust
Decision, the meetings of the Joint Supervisory Body shall not
be public.

5. The Joint Supervisory Body shall meet on the basis of
documents and draft papers drawn up in an official language
of its members. However, a member shall have the right to
request a translation in his or her own language.

6. The Joint Supervisory Body will liaise with the Data
Protection Officer of Eurojust where appropriate.

7. Decisions of the Joint Supervisory Body may be taken by
written procedure insofar as all members have approved this
procedure. In urgent cases the chair shall be entitled to initiate
the written procedure. In both cases the chair shall transmit a
draft decision to the members of the Joint Supervisory Body. If
the members do not object to the draft decision, within a
period specified by the chair of at least 14 days after receipt,
the proposal shall be deemed to be adopted. If a member,
within five working days after receipt of the draft decision,
requests that it be orally discussed by the Joint Supervisory
Body, the written procedure shall be discontinued.

Article 7
Checks on location and experts

1. In the framework of its powers in accordance with
Article 23(1) of the Eurojust Decision, the Joint Supervisory
Body may carry out data protection checks at Eurojust.

2. The Joint Supervisory Body may appoint one or more
members for carrying out these checks. Such members may
be assisted by experts as deemed appropriate by the Joint Super-
visory Body. Experts shall come from within national super-
visory bodies or government agencies, unless such experts are
not available. All experts must meet the security requirements
applying under their national law and the respective rules of
Eurojust.

3. The Joint Supervisory Body and its Secretariat shall be able
to rely upon the expertise of the secretariat established by the
Council Decision 2000/641[JHA (').

(') Council Decision 2000/641/JHA of 17 October 2000 establishing a
secretariat for the joint supervisory data-protection bodies set up by
the Convention on the Establishment of a European Police Office
(Europol Convention), the Convention on the Use of Information
Technology for Customs Purposes and the Convention imple-
menting the Schengen Agreement on the Gradual Abolition of
Checks at the Common Borders (Schengen Convention)
(O] L 271, 24.10.2000, p. 1).

4. Where the chair deems a case to be urgent, he or she may
appoint such members and experts by virtue of his or her
office. In this case he or she shall inform the members of the
Joint Supervisory Body without delay.

5. The members of the Joint Supervisory Body entrusted
with carrying out a check shall report to the Joint Supervisory
Body on the results of their work.

Article 8
Procedure in the event of violations

If the Joint Supervisory Body notes violations of the provisions
of the Eurojust Decision with regard to the storage, processing
or utilisation of personal data, it shall inform Eurojust
accordingly and shall request a reply within a given period.
Failure to comply with a decision of the Joint Supervisory
Body taken in accordance with these Rules of Procedure shall
be regarded as a violation of the Eurojust Decision. Decisions of
the Joint Supervisory Body shall then be final and binding on
Eurojust.

Article 9
Minutes

Minutes shall be made of all meetings of the Joint Supervisory
Body. The draft minutes shall be prepared by the Secretariat
under the direction of the chair and submitted to the Joint
Supervisory Body for adoption at its next meeting. Each
participant shall have the right to suggest amendments to the
draft minutes.

Article 10
Activity report

1. The Joint Supervisory Body shall submit an annual activity
report to the Council in accordance with Article 23(12) of the
Eurojust Decision. This report shall be drawn up during the first
half of each year for the preceding year. At least one month
before the activity report is forwarded to the Council, Eurojust
shall have the opportunity to deliver an opinion, which shall be
attached to the report.

2. The Joint Supervisory Body shall decide whether or not to
publish its activity report, and, if it decides to do so, determine
how it should be published.

TITLE IIT
ADDITIONAL RULES OF PROCEDURE REGARDING APPEALS
Atticle 11
Tasks of the Joint Supervisory Body

1. The Joint Supervisory Body shall examine the appeals as
foreseen in Article 23(7) of the Eurojust Decision.
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2. The Joint Supervisory Body shall take decisions in respect
of the matters referred to in paragraph 1.

Atticle 12
Ad hoc members

1. If no member of the Member State from which the
personal data that form the object of the appeal originate is
represented in the Joint Supervisory Body, the person appointed
by this Member State in accordance with Article 23(1) to (3) of
the Eurojust Decision shall act as ad hoc judge in the Joint
Supervisory Body for the duration of the examination of this
appeal.

2. The rights and obligations conferred upon members by
virtue of these rules of procedure shall be fully applicable to ad
hoc members.

Atticle 13
Representation

The applicant may be assisted or represented by a lawyer or
another adviser. A lawyer or an adviser may be excluded from
the proceedings by the Joint Supervisory Body in cases of
serious misconduct. If a lawyer or an adviser is excluded, the
chair shall stipulate a deadline for the party concerned to enable
him or her to appoint another lawyer or adviser; the
proceedings shall be suspended until the expiration of this
deadline. A lawyer or an adviser shall produce proper author-
isation from the applicant, if so requested by the Joint
Supervisory Body.

Article 14

Languages

1. The procedure shall be conducted in one of the official
languages of the Institutions of the European Union. The
applicant shall choose the official language in which the
procedure shall be conducted. The language of the procedure
shall be used in the oral statements and in the written docu-
mentation of the parties and in the minutes and decisions of the
Joint Supervisory Body.

2. Documents in a language other than the procedural
language shall be accompanied by a translation into the
procedural language. Where documents are lengthy, the trans-
lation submitted may be restricted to excerpts or summaries.
The Joint Supervisory Body may, by virtue of its office or upon
application from a party, require a full translation at any time.

3. Where necessary, interpretation services and translations
shall be provided for each member of the Joint Supervisory
Body and for the parties. The decisions of the Joint Supervisory
Body shall be translated into all official languages of the insti-
tutions of the European Union.

4. In cases where none of the official languages of the insti-
tutions of the European Union is accessible to the applicant, the
complaint may be lodged in another language. The applicant is
obliged to submit a summary in one of the official languages.
The chair or rapporteur shall have the complaint translated into
the chosen language.

Article 15
Institution of the procedure

1. The appeal shall be lodged by submission of a written
complaint at the Secretariat of the Joint Supervisory Body
within 30 days of receiving Eurojust decision.

2. The applicant shall outline the basis of the complaint. It
must be clear who is complaining, what he or she is
complaining about and on what grounds. The complaint shall
be accompanied by any supporting documentation available.
The applicant may withdraw his or her appeal at any time.

3. The Secretariat shall acknowledge the receipt of the
complaint within four weeks and give general information on
the course of the procedure.

4. If the complaint does not meet the requirements, the
Secretariat shall invite the applicant to rectify any omissions
within four weeks.

5. Appeals which do not meet the requirements shall be
refused by the Joint Supervisory Body on the proposal of the
chair or of the rapporteur.

Article 16
Preliminary consideration

1. If the complaint meets the requirements, it shall be
considered by the Joint Supervisory Body.

2. A copy of the complaint shall be forwarded to Eurojust
for its observations, which shall be submitted within four
weeks, extension for two further weeks being possible.

3. The Joint Supervisory Body may request the College of
Eurojust to nominate a representative for the appeal. The
applicant shall be informed of this decision. The relevant
national Members shall be sent a copy of the observations
from the applicant in order to enable them to submit their
own observations, to be submitted within four weeks,
extension for two further weeks being possible.

4. After the observations have been received or the deadlines
have expired, the complaint shall be dealt with by the Joint
Supervisory Body within the ensuing three months.
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Article 17
Additional information

1. The Joint Supervisory Body may ask the applicant,
Eurojust, or any other body to provide information, evidence
or comments to the Joint Supervisory Body. The parties are
entitled to make suggestions to the Joint Supervisory Body
regarding the taking of evidence or to call for the admission
of evidence. The Joint Supervisory Body shall follow up these
suggestions and decide on admission to the extent necessary for
the examination of the case.

2. The Joint Supervisory Body may also decide to investigate
on location at Eurojust. Article 6 applies likewise. In this case,
the applicant or his or her adviser shall be informed of the
result of the investigation.

Article 18
Access to file of procedure

1. All parties shall, if they wish, have access to the file of the
procedure, and require the Secretariat of the Joint Supervisory
Body to provide them with excerpts or photocopies at their
own expense. Access shall be refused where one of the
grounds mentioned in Article 19(4) of the Eurojust Decision
applies or in order to protect the rights and freedoms of third
parties.

2. Eurojust may indicate to what extent the information they
provide should not be made available to the applicant, stating
the reasons for such a restriction. The Joint Supervisory Body
may ask for further reasons. To the extent that the Joint Super-
visory Body finds such reasons acceptable, the information
concerned shall be withheld. The Joint Supervisory Body may
decide otherwise only in the absence of acceptable reasons. In
this case, the Joint Supervisory Body may require a summary to
be made available to the applicant or require that certain
information shall be provided to the applicant.

Article 19
Hearing

1. The parties shall be heard by the Joint Supervisory Body
should they so request. The Joint Supervisory Body shall duly
inform the parties of their right to be heard. This right shall be
exercised in writing. The Joint Supervisory Body may decide to
hold an oral hearing on request from one of the parties
involved in the proceeding to the extent deemed necessary for
the examination of the case. The Joint Supervisory Body shall
duly inform the parties of their right to request an oral hearing.
All parties shall be notified in due time of the oral hearing and
have the right to be present.

2. An oral hearing shall be held in public unless the Joint
Supervisory Body decides by virtue of its office or on appli-
cation from one of the parties to exclude the public wholly or
partly where the interests of public security, especially on the
grounds referred to in Article 19(4) of the Eurojust Decision, or
the protection of the privacy of an individual so require, or to
the extent strictly necessary in the opinion of the Joint Super-

visory Body in special circumstances where publicity would
prejudice the proper determination of the appeal. If Eurojust
requests that the public be excluded from the proceedings, the
Joint Supervisory Body may decide otherwise only on the
grounds that no reasons as referred to in the first sentence
obtain.

3. The Joint Supervisory Body may decide, at the request of a
party or at its own initiative, to hear a party without other
parties being present, where this is required in order to
ensure the proper functioning of Eurojust, to safeguard the
security of a Member State or to protect the interests of the
applicant or a third party. The absent parties shall be informed
of proceedings taking place in their absence.

Article 20
Hearing of witnesses and experts

1. The Joint Supervisory Body may decide, at the request of a
party or at its own initiative, to hear witnesses. All parties and
the witnesses concerned shall be notified in due course of the
hearing. Article 19(2) and (3) shall also apply.

2. Witnesses notified by the Joint Supervisory Body shall be
entitled to reimbursement of their travel and accommodation
expenses in accordance with the respective rule applying to
Eurojust staff, and to compensation for loss of earnings, to
the extent the Joint Supervisory Body finds equitable. They
may receive the necessary advance payments.

3. The members of the Joint Supervisory Body may address
questions to the witnesses. With the permission of the chair, the
parties may address questions to the witnesses. Before the
hearing begins, the chair shall remind the witnesses that they
should speak the truth. The Witness has the right to refuse to
answer questions.

4. The Joint Supervisory Body may appoint an expert and
define his or her mandate and entitlement of remuneration. The
Joint Supervisory Body may decide to hear the expert. The rules
regarding the hearing of witnesses shall also apply.

Atticle 21
Closing statements

Before reaching a final decision, the Joint Supervisory Body shall
invite all parties to submit final comments.

Article 22
Minutes of appeal procedure

1. The Joint Supervisory Body shall keep minutes of the
appeal procedure which shall reflect the course of each
hearing and the statements made in it. The parties may
request that certain documents or statements be included
wholly or partly in the minutes. The minutes shall be signed
by the chair, forwarded to the parties and added to the file of
the case. In cases referred to in Article 19(2) or Article 20(1),
the Joint Supervisory Body shall impose restrictions.
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2. Article 9 shall also apply to all meetings of the Joint
Supervisory Body which are not attended by the Parties.

Article 23
Decisions and confidentiality

1. Decisions shall be taken by a simple majority of the
members attending the meeting, unless provided otherwise in
these rules. In case of a tied vote, the chair shall have a casting
vote. All persons taking part in the final decision must have
attended an oral hearing, if one took place.

2. The deliberations shall remain confidential.

3. The final decision of the Joint Supervisory Body may
contain the names of the parties and their representatives, the
names of the members of the Joint Supervisory Body taking
part in the decision, the date on which the decision is
announced, the operative part of the decision, a brief presen-
tation of the facts of the case and the reasons for the decision. It
shall be conveyed to the parties and made public.

Atticle 24
Notifications

Notifications and other communications to parties, witnesses
and experts shall be made by means that reasonably ensure
that they are duly informed and can be verified when necessary.

Atticle 25
Costs

1. The Joint Supervisory Body shall decide on the costs of
the procedure in its final decision. The procedure before the
Joint Supervisory Body shall be free of charge. If the appeal is
upheld, wholly or partially, the necessary costs incurred by the
applicant for lodging and processing the complaint shall be
borne by Eurojust to the extent that the Joint Supervisory
Body considers this equitable.

2. If an applicant is unable to bear all or part of the costs of
the procedure, he or she may at any time on request be granted
assistance for the costs. When he or she submits the appli-
cation, he or she shall enclose documentation demonstrating
that he or she is in need. The Joint Supervisory Body may
withdraw the assistance at any time if the preconditions
under which it was granted change in the course of the
proceedings. If assistance is approved, the costs will be
disbursed from the budget line of the Joint Supervisory Body.
Where this is fair, the final decision may require a party to
reimburse to the budget of Eurojust the advance payments
granted. In submitting his or her application, the applicant
shall declare his or her agreement to reimburse the costs if
required by the final decision.

Article 26
Due process

In cases not provided for in these rules, the Joint Supervisory
Body shall conduct its procedures in accordance with the
general principles of due process.

TITLE IV
THIRD COUNTRIES/PARTIES
Article 27
Liaison magistrates posted by Eurojust in third countries

1. Eurojust shall inform the Joint Supervisory Body regularly
of its intention to enter into negotiations with a third country
regarding the placement of a Eurojust liaison magistrate in such
country. The Joint Supervisory Body shall, if it so wishes,
address any comments to Eurojust regarding this development.

2. In order to be able to monitor the activities of liaison
magistrates posted by Eurojust as referred to in Article 27a(5)
of the amended Eurojust Decision, the Joint Supervisory Body
shall also receive the reports addressed by such magistrates to
the College of Eurojust as well as any other relevant
information.

3. Agreements with third parties concerning posting of
liaison magistrates in a third country shall foresee the right of
access of the Joint Supervisory Body to the data and premises
occupied by this Eurojust post holder in the third country.

TITLE V
FINAL PROVISIONS
Article 28
Secretariat

1. The Joint Supervisory Body shall have a secretariat, based
at the headquarters of Eurojust, to assist it in the performance
of its tasks. The Secretariat shall be a permanent body and its
members recruited only on the basis of competence. The
members of the Secretariat shall act solely in the best
interests of the Joint Supervisory Body, shall be fully inde-
pendent from Eurojust and shall not accept instructions from
any other authority in the course of Joint Supervisory Body
duties. Assignment to the Secretariat shall take place on a
proposal from the Joint Supervisory Body. Staff members of
the Secretariat shall not undertake other work without
permission of the chair of the Joint Supervisory Body.

2. The Secretariat shall operate under the direction of the
chair of the Joint Supervisory Body in accordance with the
rules established by the Joint Supervisory Body. In the
performance of these functions it shall operate under the
direction of the chair of the Joint Supervisory Body. The Secre-
tariat shall keep a register of appeals and all other documents.
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3. The Secretariat shall ensure that the obligations under
Article 25 of the Eurojust Decision shall also be respected in
the work of the Joint Supervisory Body.

4. The Secretariat of the Joint Supervisory Body shall be able
to rely upon the expertise of the Secretariat established by the
Council Decision 2000/641[JHA.

Article 29
Confidentiality

1.  Members of the Joint Supervisory Body, experts and
members of the Secretariat shall be obliged to treat in a confi-
dential manner the circumstances which come to their
knowledge in the context of their activity, unless the proper
discharge of their task requires otherwise. This obligation shall
continue to apply also when they cease to be active in that
capacity.

2. Upon appointment, members of the Joint Supervisory
Body, experts and members of the Secretariat shall declare
their acceptance of these obligations.

3. In the case of a breach of confidentiality, a member of the
Joint Supervisory Body may be suspended by unanimous vote
cast in a secret ballot by the members attending a meeting of
the Joint Supervisory Body. The person concerned shall be
heard before, but shall not take part in the decision.

Article 30
Budget and costs

1. The Secretariat shall prepare proposals for an annual
budget for the Secretariat of the Joint Supervisory Body,
which on approval shall be forwarded to the College.

2. The Joint Supervisory Body shall decide on the
disbursement of the budget allocated to it which shall be
administered by the Secretariat, in accordance with the
Financial Regulation of Eurojust.

3. The costs of the Joint Supervisory Body, including the
expenses for the members, which are necessary for the proper
exercise of their duties, shall be borne by the budget line of the
Joint Supervisory Body.

Article 31
Amendment of the rules of procedure

Amendments to these rules of procedure shall be adopted in
accordance with the procedure laid down in Article 23(9) of the
Eurojust Decision.

Article 32
Public access to documents

1.  Any natural or legal person has a right of access to
documents of the Joint Supervisory Body, subject to the prin-
ciples, conditions and limits defined in this Article.

2. This Article shall apply to all documents held by the Joint
Supervisory Body, that is to say, documents drawn up or
received by it and in its possession.

3. Without prejudice to paragraphs 4 and 5 of this Article,
documents shall be made accessible to the public either
following a written application or directly in electronic form.

4. The Joint Supervisory Body shall refuse access to a
document where disclosure would undermine the protection of:

(a) the public interest as regards:

— public security and criminal investigations,

— defence and military matters,

— international relations,

— the financial, monetary or economic policy of the
Community or a Member State,

— the fulfilment of Eurojust's tasks in reinforcing the fight
against serious crime,

— national investigations in which Eurojust is assisting.

(b) privacy and the integrity of the individual, in particular in
accordance with the rules regarding the protection of
personal data.

5. The Joint Supervisory Body shall refuse access to a
document where disclosure would undermine the protection of:

— commercial interests of a natural or legal person, including
intellectual property;

— court proceedings and legal advice,

— the purpose of inspections, investigations and audits, unless
there is an overriding public interest in disclosure.
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6. Access to a document, drawn up by the Joint Supervisory
Body for internal use or received, which relates to a matter
where the decision has not been taken by the Joint Supervisory
Body, shall be refused if disclosure of the document would
seriously undermine the decision-making process, unless there
is an overriding public interest in disclosure.

Access to a document containing opinions for internal use as
part of deliberations and preliminary consultations within the
Joint Supervisory Body shall be refused even after the decision
has been taken if disclosure of the document would seriously
undermine the Joint Supervisory Body decision-making process,
unless there is an overriding public interest in disclosure.

7. As regards third-party documents, the Joint Supervisory
Body shall consult the third party with a view to assessing
whether an exception in paragraph 4 or 5 is applicable,
unless it is clear that the document shall or shall not be
disclosed. A Member State may request the Joint Supervisory
Body not to disclose a document from that Member State
without prior agreement.

8. If only parts of the requested document are covered by
any of the exceptions, the remaining parts of the document
shall be released.

9. Applications for access to a document shall be made in
any written form, including electronic form, in one of the
official languages and in a sufficiently precise manner to
enable the Joint Supervisory Body to identify the document.
The applicant is not obliged to state reasons for the application.

10. If an application is not sufficiently precise, the Joint
Supervisory Body shall ask the applicant to clarify the appli-
cation and shall assist the applicant in doing so.

11. In the event of an application relating to a very long
document or to a very large number of documents, the Joint
Supervisory Body may confer with the applicant informally,
with a view to finding a fair solution.

12.  The Joint Supervisory Body shall provide information
and assistance to citizens on how and where applications for
access to documents can be made.

13.  An application for access to a document shall be handled
promptly. An acknowledgement of receipt shall be sent to the
applicant. Within 30 working days from registration of the
application, the chair of the Joint Supervisory Body shall
either grant access to the document requested and provide
access in accordance with paragraph 15 of this Article within

that period or, in a written reply, state the reasons for the total
or partial refusal and inform the applicant of his or her right to
make a confirmatory application in accordance with paragraph
14 of this Article.

14.  In the event of a total or partial refusal, the applicant
may, within 30 working days of receiving the reply of the Joint
Supervisory Body, make a confirmatory application asking the
Joint Supervisory Body to reconsider its position.

15.  The applicant shall have access to documents either by
consulting them on the spot or by receiving a copy, including,
where available, an electronic copy, according to applicant’s
preference. The cost of producing and sending copies may be
charged to the applicant. This charge shall not exceed the real
cost of producing and sending the copies. Consultation on the
spot, copies less than 20 A4 pages and direct access in elec-
tronic form shall be free of charge.

16. If a document has already been released by the Joint
Supervisory Body, Eurojust or other institutions and is easily
accessible to the applicant, the Joint Supervisory Body may
fulfil its obligation of granting access to documents by
informing the applicant how to obtain the requested document.

17.  Documents shall be supplied in an existing version and
format with full regard to the applicant’s preference.

Article 33
Evaluation

These rules of procedure shall be evaluated by the Joint Super-
visory Body between one and three years after their entry into
force, and in the light of experience.

Article 34
Entry into force of the rules of procedure

These rules of procedure shall enter into force on the day
following that of their adoption in accordance with
Article 23(9) of the Eurojust Decision

Done at The Hague, 23 June 2009.

For the Joint Supervisory Body
The Chair
Josef RAKOVSKY
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Annex 5

Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data

Strasbourg, 28.1.1981
Preamble
The member States of the Council of Europe, signatory hereto,

Considering that the aim of the Council of Europe is to achieve greater unity be-
tween its members, based in particular on respect for the rule of law, as well as
human rights and fundamental freedoms;

Considering that it is desirable to extend the safeguards for everyone’s rights and
fundamental freedoms, and in particular the right to the respect for privacy, taking
account of the increasing flow across frontiers of personal data undergoing auto-
matic processing;

Reaffirming at the same time their commitment to freedom of information regard-
less of frontiers;

Recognising that it is necessary to reconcile the fundamental values of the respect
for privacy and the free flow of information between peoples,

Have agreed as follows:

Chapter I - General provisions
Article 1 - Object and purpose

The purpose of this convention is to secure in the territory of each Party for every
individual, whatever his nationality or residence, respect for his rights and funda-
mental freedoms, and in particular his right to privacy, with regard to automatic
processing of personal data relating to him (“data protection”).

Article 2 - Definitions
For the purposes of this convention:

a. “personal data” means any information relating to an identified or identifiable
individual (“data subject”);

b. "automated data file” means any set of data undergoing automatic processing;

c. “automatic processing” includes the following operations if carried out in whole
or in part by automated means: storage of data, carrying out of logical and/or
arithmetical operations on those data, their alteration, erasure, retrieval or dis-
semination;



106 - Annex5: Convention 108 of the Council of Europe

. “controller of the file” means the natural or legal person, public authority, agen-

cy or any other body who is competent according to the national law to decide
what should be the purpose of the automated data file, which categories of per-
sonal data should be stored and which operations should be applied to them.

Article 3 - Scope

1.

The Parties undertake to apply this convention to automated personal data files
and automatic processing of personal data in the public and private sectors.

. Any State may, at the time of signature or when depositing its instrument of

ratification, acceptance, approval or accession, or at any later time, give notice

by a declaration addressed to the Secretary General of the Council of Europe:

a. that it will not apply this convention to certain categories of automated per-
sonal data files, a list of which will be deposited. In this list it shall not in-
clude, however, categories of automated data files subject under its domestic
law to data protection provisions. Consequently, it shall amend this list by a
new declaration whenever additional categories of automated personal data
files are subjected to data protection provisions under its domestic law;

b. that it will also apply this convention to information relating to groups of per-
sons, associations, foundations, companies, corporations and any other bod-
ies consisting directly or indirectly of individuals, whether or not such bodies
possess legal personality;

c. that it will also apply this convention to personal data files which are not
processed automatically.

Any State which has extended the scope of this convention by any of the dec-
larations provided for in sub-paragraph 2.b or c above may give notice in the
said declaration that such extensions shall apply only to certain categories of
personal data files, a list of which will be deposited.

Any Party which has excluded certain categories of automated personal data
files by a declaration provided for in sub-paragraph 2.a above may not claim
the application of this convention to such categories by a Party which has not
excluded them.

Likewise, a Party which has not made one or other of the extensions provided
for in sub-paragraphs 2.b and c above may not claim the application of this con-
vention on these points with respect to a Party which has made such extensions.

The declarations provided for in paragraph 2 above shall take effect from the
moment of the entry into force of the convention with regard to the State which
has made them if they have been made at the time of signature or deposit of its
instrument of ratification, acceptance, approval or accession, or three months
after their receipt by the Secretary General of the Council of Europe if they have
been made at any later time. These declarations may be withdrawn, in whole
or in part, by a notification addressed to the Secretary General of the Council
of Europe. Such withdrawals shall take effect three months after the date of
receipt of such notification.
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Chapter II - Basic principles for data protection
Article 4 - Duties of the Parties

1. Each Party shall take the necessary measures in its domestic law to give effect
to the basic principles for data protection set out in this chapter.

2. These measures shall be taken at the latest at the time of entry into force of this
convention in respect of that Party.

Article 5 — Quality of data

Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully;

b. stored for specified and legitimate purposes and not used in a way incompatible
with those purposes;

c. adequate, relevant and not excessive in relation to the purposes for which they
are stored;

d. accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data subjects for no
longer than is required for the purpose for which those data are stored.

Article 6 — Special categories of data

Personal data revealing racial origin, political opinions or religious or other beliefs,
as well as personal data concerning health or sexual life, may not be processed au-
tomatically unless domestic law provides appropriate safeguards. The same shall
apply to personal data relating to criminal convictions.

Article 7 — Data security

Appropriate security measures shall be taken for the protection of personal data
stored in automated data files against accidental or unauthorised destruction or ac-
cidental loss as well as against unauthorised access, alteration or dissemination.

Article 8 — Additional safeguards for the data subject

Any person shall be enabled:

a. to establish the existence of an automated personal data file, its main purposes,
as well as the identity and habitual residence or principal place of business of
the controller of the file;

b. to obtain at reasonable intervals and without excessive delay or expense con-
firmation of whether personal data relating to him are stored in the automated
data file as well as communication to him of such data in an intelligible form;

c. to obtain, as the case may be, rectification or erasure of such data if these have
been processed contrary to the provisions of domestic law giving effect to the
basic principles set out in Articles 5 and 6 of this convention;

d. to have a remedy if a request for confirmation or, as the case may be, com-
munication, rectification or erasure as referred to in paragraphs b and c of this
article is not complied with.
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Article 9 — Exceptions and restrictions

1. No exception to the provisions of Articles 5, 6 and 8 of this convention shall be
allowed except within the limits defined in this article.

2. Derogation from the provisions of Articles 5, 6 and 8 of this convention shall be
allowed when such derogation is provided for by the law of the Party and consti-
tutes a necessary measure in a democratic society in the interests of:

a. protecting State security, public safety, the monetary interests of the State or
the suppression of criminal offences;
b. protecting the data subject or the rights and freedoms of others.

3. Restrictions on the exercise of the rights specified in Article 8, paragraphs b, ¢
and d, may be provided by law with respect to automated personal data files
used for statistics or for scientific research purposes when there is obviously no
risk of an infringement of the privacy of the data subjects.

Article 10 — Sanctions and remedies

Each Party undertakes to establish appropriate sanctions and remedies for viola-
tions of provisions of domestic law giving effect to the basic principles for data
protection set out in this chapter.

Article 11 - Extended protection

None of the provisions of this chapter shall be interpreted as limiting or otherwise
affecting the possibility for a Party to grant data subjects a wider measure of pro-
tection than that stipulated in this convention.

Chapter III - Transborder data flows
Article 12 - Transborder flows of personal data and domestic law

1. The following provisions shall apply to the transfer across national borders, by
whatever medium, of personal data undergoing automatic processing or col-
lected with a view to their being automatically processed.

2. A Party shall not, for the sole purpose of the protection of privacy, prohibit or
subject to special authorisation transborder flows of personal data going to the
territory of another Party.

3. Nevertheless, each Party shall be entitled to derogate from the provisions of

paragraph 2:

a. insofar as its legislation includes specific regulations for certain categories
of personal data or of automated personal data files, because of the nature
of those data or those files, except where the regulations of the other Party
provide an equivalent protection;

b. when the transfer is made from its territory to the territory of a non-ing
State through the intermediary of the territory of another Party, in order to
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avoid such transfers resulting in circumvention of the legislation of the Party
referred to at the beginning of this paragraph.

Chapter IV - Mutual assistance
Article 13 - Co-operation between Parties

1. The Parties agree to render each other mutual assistance in order to implement
this convention.

2. For that purpose:
a. each Party shall designate one or more authorities, the name and address of
each of which it shall communicate to the Secretary General of the CoE;
b. each Party which has designated more than one authority shall specify in its
communication referred to in the previous sub-paragraph the competence of
each authority.

3. An authority designated by a Party shall at the request of an authority desig-
nated by another Party:

a. furnish information on its law and administrative practice in the field of data
protection;

b. take, in conformity with its domestic law and for the sole purpose of protec-
tion of privacy, all appropriate measures for furnishing factual information
relating to specific automatic processing carried out in its territory, with the
exception however of the personal data being processed.

Article 14 - Assistance to data subjects resident abroad

1. Each Party shall assist any person resident abroad to exercise the rights con-
ferred by its domestic law giving effect to the principles set out in Article 8 of
this convention.

2. When such a person resides in the territory of another Party he shall be given
the option of submitting his request through the intermediary of the authority
designated by that Party.

3. The request for assistance shall contain all the necessary particulars, relating
inter alia to:
a. the name, address and any other relevant particulars identifying the person
making the request;
b. the automated personal data file to which the request pertains, orits controller;
c. the purpose of the request.

Article 15 - Safeguards concerning assistance rendered by designated authorities

1. An authority designated by a Party which has received information from an
authority designated by another Party either accompanying a request for assist-
ance or in reply to its own request for assistance shall not use that information
for purposes other than those specified in the request for assistance.
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2.

Each Party shall see to it that the persons belonging to or acting on behalf of
the designated authority shall be bound by appropriate obligations of secrecy or
confidentiality with regard to that information.

In no case may a designated authority be allowed to make under Article 14, par-
agraph 2, a request for assistance on behalf of a data subject resident abroad,
of its own accord and without the express consent of the person concerned.

Article 16 - Refusal of requests for assistance

A designated authority to which a request for assistance is addressed under Arti-
cles 13 or 14 of this convention may not refuse to comply with it unless:

a.

b.
C.

the request is not compatible with the powers in the field of data protection of
the authorities responsible for replying;

the request does not comply with the provisions of this convention;
compliance with the request would be incompatible with the sovereignty, security
or public policy (ordre public) of the Party by which it was designated, or with the
rights and fundamental freedoms of persons under the jurisdiction of that Party.

Article 17 - Costs and procedures of assistance

1.

Mutual assistance which the Parties render each other under Article 13 and
assistance they render to data subjects abroad under Article 14 shall not give
rise to the payment of any costs or fees other than those incurred for experts
and interpreters. The latter costs or fees shall be borne by the Party which has
designated the authority making the request for assistance.

The data subject may not be charged costs or fees in connection with the steps
taken on his behalf in the territory of another Party other than those lawfully
payable by residents of that Party.

Other details concerning the assistance relating in particular to the forms and
procedures and the languages to be used, shall be established directly between
the Parties concerned.

Chapter V - Consultative Committee

Article 18 - Composition of the committee

1.

2.

3.

A Consultative Committee shall be set up after entry into force of this convention.

Each Party shall appoint a representative to the committee and a deputy repre-
sentative. Any member State of the Council of Europe which is not a Party to the
convention shall have theright to be represented on the committee by an observer.

The Consultative Committee may, by unanimous decision, invite any non-mem-
ber State of the Council of Europe which is not a Party to the convention to be
represented by an observer at a given meeting.
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Article 19 - Functions of the committee

The Consultative Committee:

a.

may make proposals with a view to facilitating or improving the application of
the convention;

may make proposals for amendment of this convention in accordance with Ar-
ticle 21;

shall formulate its opinion on any proposal for amendment of this convention
which is referred to it in accordance with Article 21, paragraph 3;

. may, at the request of a Party, express an opinion on any question concerning

the application of this convention.

Article 20 - Procedure

1.

The Consultative Committee shall be convened by the Secretary General of the
Council of Europe. Its first meeting shall be held within twelve months of the en-
try into force of this convention. It shall subsequently meet at least once every
two years and in any case when one-third of the representatives of the Parties
request its convocation.

A majority of representatives of the Parties shall constitute a quorum for a
meeting of the Consultative Committee.

After each of its meetings, the Consultative Committee shall submit to the Com-
mittee of Ministers of the Council of Europe a report on its work and on the
functioning of the convention.

Subject to the provisions of this convention, the Consultative Committee shall
draw up its own Rules of Procedure.

Chapter VI - Amendments

Article 21 - Amendments

1.

Amendments to this convention may be proposed by a Party, the Committee of
Ministers of the Council of Europe or the Consultative Committee.

. Any proposal for amendment shall be communicated by the Secretary General

of the Council of Europe to the member States of the Council of Europe and to
every non-member State which has acceded to or has been invited to accede to
this convention in accordance with the provisions of Article 23.

. Moreover, any amendment proposed by a Party or the Committee of Ministers

shall be communicated to the Consultative Committee, which shall submit to
the Committee of Ministers its opinion on that proposed amendment.

The Committee of Ministers shall consider the proposed amendment and any opin-
ion submitted by the Consultative Committee and may approve the amendment.



112 - Annex5: Convention 108 of the Council of Europe

The text of any amendment approved by the Committee of Ministers in accordance
with paragraph 4 of this article shall be forwarded to the Parties for acceptance.

. Any amendment approved in accordance with paragraph 4 of this article shall

come into force on the thirtieth day after all Parties have informed the Secretary
General of their acceptance thereof.

Chapter VII - Final clauses

Article 22 - Entry into force

1.

This convention shall be open for signature by the member States of the Council
of Europe. It is subject to ratification, acceptance or approval. Instruments of
ratification, acceptance or approval shall be deposited with the Secretary Gen-
eral of the Council of Europe.

. This convention shall enter into force on the first day of the month following

the expiration of a period of three months after the date on which five member
States of the Council of Europe have expressed their consent to be bound by the
convention in accordance with the provisions of the preceding paragraph.

. In respect of any member State which subsequently expresses its consent to be

bound by it, the convention shall enter into force on the first day of the month
following the expiration of a period of three months after the date of deposit of
the instrument of ratification, acceptance or approval.

Article 23 - Accession by non-member States

1.

After the entry into force of this convention, the Committee of Ministers of the
Council of Europe may invite any State not a member of the Council of Europe
to accede to this convention by a decision taken by the majority provided for in
Article 20.d of the Statute of the Council of Europe and by the unanimous vote
of the representatives of the Contracting States entitled to sit on the committee.

. In respect of any acceding State, the convention shall enter into force on the

first day of the month following the expiration of a period of three months after
the date of deposit of the instrument of accession with the Secretary General of
the Council of Europe.

Article 24 - Territorial clause

1.

Any State may at the time of signature or when depositing its instrument of rati-
fication, acceptance, approval or accession, specify the territory or territories to
which this convention shall apply.

. Any State may at any later date, by a declaration addressed to the Secretary

General of the Council of Europe, extend the application of this convention to
any other territory specified in the declaration. In respect of such territory the
convention shall enter into force on the first day of the month following the ex-
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piration of a period of three months after the date of receipt of such declaration
by the Secretary General.

3. Any declaration made under the two preceding paragraphs may, in respect of
any territory specified in such declaration, be withdrawn by a notification ad-
dressed to the Secretary General. The withdrawal shall become effective on the
first day of the month following the expiration of a period of six months after the
date of receipt of such notification by the Secretary General.

Article 25 - Reservations
No reservation may be made in respect of the provisions of this convention.
Article 26 - Denunciation

1. Any Party may at any time denounce this convention by means of a notification
addressed to the Secretary General of the Council of Europe.

2. Such denunciation shall become effective on the first day of the month following
the expiration of a period of six months after the date of receipt of the notifica-
tion by the Secretary General.

Article 27 - Notifications

The Secretary General of the Council of Europe shall notify the member States of

the Council and any State which has acceded to this convention of:

a. any signature;

b. the deposit of any instrument of ratification, acceptance, approval or accession;

c. any date of entry into force of this convention in accordance with Articles 22,
23 and 24;

d. any other act, notification or communication relating to this convention.

In witness whereof the undersigned, being duly authorised thereto, have signed
this Convention.

Done at Strasbourg, the 28th day of January 1981, in English and in French, both
texts being equally authoritative, in a single copy which shall remain deposited in
the archives of the Council of Europe. The Secretary General of the Council of Eu-
rope shall transmit certified copies to each member State of the Council of Europe
and to any State invited to accede to this Convention.
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Annex 6

Additional Protocol to the Convention for the Protection of
Individuals with regard to Automatic Processing of Personal Data
regarding supervisory authorities and transborder data flows

Strasbourg, 8.XI1.2001

The Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the
European Community entered into force on 1 December 2009. As a consequence, as from
that date, any reference to the European Communities shall be read as the European Union.

Preamble

The Parties to this additional Protocol to the Convention for the Protection of Indi-
viduals with regard to Automatic Processing of Personal Data, opened for signature
in Strasbourg on 28 January 1981 (hereafter referred to as “the Convention”);

Convinced that supervisory authorities, exercising their functions in complete inde-
pendence, are an element of the effective protection of individuals with regard to
the processing of personal data;

Considering the importance of the flow of information between peoples;

Considering that, with the increase in exchanges of personal data across national
borders, it is necessary to ensure the effective protection of human rights and
fundamental freedoms, and in particular the right to privacy, in relation to such
exchanges of personal data,

Have agreed as follows:
Article 1 - Supervisory authorities

1. Each Party shall provide for one or more authorities to be responsible for ensur-
ing compliance with the measures in its domestic law giving effect to the princi-
ples stated in Chapters II and III of the Convention and in this Protocol.

2. a. To this end, the said authorities shall have, in particular, powers of investiga-
tion and intervention, as well as the power to engage in legal proceedings or
bring to the attention of the competent judicial authorities violations of provi-
sions of domestic law giving effect to the principles mentioned in paragraph 1
of Article 1 of this Protocol.

b. Each supervisory authority shall hear claims lodged by any person concerning
the protection of his/her rights and fundamental freedoms with regard to the
processing of personal data within its competence.

3. The supervisory authorities shall exercise their functions in complete independ-
ence.



116 - Annex 6: Additional Protocol to Convention 108

4. Decisions of the supervisory authorities, which give rise to complaints, may be

appealed against through the courts.

In accordance with the provisions of Chapter IV, and without prejudice to the
provisions of Article 13 of the Convention, the supervisory authorities shall co-
operate with one another to the extent necessary for the performance of their
duties, in particular by exchanging all useful information.

Article 2 - Transborder flows of personal data to a recipient which is not
subject to the jurisdiction of a Party to the Convention

1.

Each Party shall provide for the transfer of personal data to a recipient that
is subject to the jurisdiction of a State or organisation that is not Party to the
Convention only if that State or organisation ensures an adequate level of pro-
tection for the intended data transfer.

By way of derogation from paragraph 1 of Article 2 of this Protocol, each Party
may allow for the transfer of personal data:

a. if domestic law provides for it because of:
- specific interests of the data subject, or
- legitimate prevailing interests, especially important public interests, or

b. if safeguards, which can in particular result from contractual clauses, are
provided by the controller responsible for the transfer and are found adequate
by the competent authorities according to domestic law.

Article 3 - Final provisions

1.

The provisions of Articles 1 and 2 of this Protocol shall be regarded by the Par-
ties as additional articles to the Convention and all the provisions of the Conven-
tion shall apply accordingly.

This Protocol shall be open for signature by States Signatories to the Conven-
tion. After acceding to the Convention under the conditions provided by it, the
European Communities may sign this Protocol. This Protocol is subject to ratifi-
cation, acceptance or approval. A Signatory to this Protocol may not ratify, ac-
cept or approve it unless it has previously or simultaneously ratified, accepted
or approved the Convention or has acceded to it. Instruments of ratification,
acceptance or approval of this Protocol shall be deposited with the Secretary
General of the Council of Europe.

a. This Protocol shall enter into force on the first day of the month following the
expiry of a period of three months after the date on which five of its Signatories
have expressed their consent to be bound by the Protocol in accordance with
the provisions of paragraph 2 of Article 3.

b. In respect of any Signatory to this Protocol which subsequently expresses
its consent to be bound by it, the Protocol shall enter into force on the first day
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of the month following the expiry of a period of three months after the date of
deposit of the instrument of ratification, acceptance or approval.

4. a. After the entry into force of this Protocol, any State which has acceded to the
Convention may also accede to the Protocol.

b. Accession shall be effected by the deposit with the Secretary General of the
Council of Europe of an instrument of accession, which shall take effect on the
first day of the month following the expiry of a period of three months after the
date of its deposit.

5. a. Any Party may at any time denounce this Protocol by means of a notification
addressed to the Secretary General of the Council of Europe.

b. Such denunciation shall become effective on the first day of the month fol-
lowing the expiry of a period of three months after the date of receipt of such
notification by the Secretary General.

6. The Secretary General of the Council of Europe shall notify the member States
of the Council of Europe, the European Communities and any other State which
has acceded to this Protocol of:

a. any signature;

b. the deposit of any instrument of ratification, acceptance or approval;

c. any date of entry into force of this Protocol in accordance with Article 3;
d. any other act, notification or communication relating to this Protocol.

In witness whereof the undersigned, being duly authorised thereto, have signed
this Protocol.

Done at Strasbourg, this 8th day of November 2001, in English and in French,
both texts being equally authentic, in a single copy which shall be deposited in the
archives of the Council of Europe. The Secretary General of the Council of Europe
shall transmit certified copies to each member State of the Council of Europe, the
European Communities and any State invited to accede to the Convention.














